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Generative models are bad for business

Introduction to the second edition

Generative models are bad for business...

But they didn’t have to be.

At least, they didn’t have to be this bad.

The starting point for any given analysis of a business or industry is
to assume that the people involved are rational.

This is quite often an immediately fatal flaw in said analysis, an as-
sumption that completely invalidates its conclusions even before you
begin. People are quite often irrational — or guided by reasoning that is
selfless - which is unaccounted for when an analyst is assuming a self-
ish rationality.

But some of the time the seeming irrationality is more a matter of
perspective. Shifting the frame of reference can show you that, actual-
ly, people are being quite reasonable given where they are and what
they know.

- Irrational management often looks reasonable from the perspec-
tive of the manager. Their quarterly and career incentives just do
not match that of the overall organisation.

- Irrational corporate strategies are rational from the perspective of
the executives who stand to benefit from short-term fluctuations
in the stock market and are insulated from long-term catastro-
phes. An organisational death cycle doesn’t matter if you've al-
ready cashed out before it reaches bottom.

- Irrational employee behaviour often stems from extractive and
abusive management. If the employee sees neither job security
nor long term gain from prioritising the success of their employ-
er, they will find it quite hard to care about its goals or strategies.
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The Intelligence Illusion

Because it’s impossible to read the minds of everybody involved in an
entire industry, analytical models have to depend on some level of as-
sumption and guesswork, often based on historical behaviour. An in-
dustry that has previously done something several times is likely to do
so again. Standard practice in the past continues into the future.

One of those standard practices, in tech specifically, is a strategy or
convention first described by Clayton Christensen’: the disruptive inno-
vation.

It’s often described as a law of nature, but it is more a strategy that
specifically targets a weakness created by the incentives of poorly reg-
ulated markets.

As companies grow, executives have every incentive to structure
the entire organisation and its offerings towards a single optimised
path to growth, and this usually results in organisations that only
know how to grow in one way, using a single strategy. Smaller wins
don’t register. Lateral wins only register if it feeds into the primary
path to growth. Because most countries have very lax regulations for
tech companies, the optimal strategy usually isn’t to improve the
product but to improve sales and to design the product itself primarily
for capture. The product becomes a roach motel: you can enter but you
can’t leave. If you're “lucky” enough to become a monopoly or oligop-
oly, even the capture becomes superfluous. This results in a cycle of
product degradation Cory Doctorow described as “enshittification”?.

A side effect of this process is that these corporations become ex-
tremely large and unwieldy. Their products are fossilised and hard to
change. These companies are the organisational equivalent of an Ultra
Large Container Vessel: capable of shipping vast amounts of product
in one direction but hard to turn around or even stop if anything hap-
pens.

This is what has made a disruptive innovation such a useful strategy
for tech companies in the past. By focusing on the low end first, using
technological research and development to come up with cheaper but
still partially effective products, the “disruptor” undercuts the incum-
bents with a much lower cost offering that doesn’t quite do the same
job as the incumbent’s. Because the incumbents are usually organisa-
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tionally incapable of responding with matching low end products, you
can create a dynamic where they effectively have no real defence. (The
details of the strategy and potential defences against it are beyond the
scope of this book, but Clayton Christensen’s own books make for a
good introduction.)

When I wrote the first edition of The Intelligence Illusion, I assumed
that we were about to see another iteration of the same strategy.

Many of the applications of generative models don’t really work a
disruptive innovations. Writers and artists are generally much cheaper
than people expect. Training and running a Large Language Model is
one of the few projects large enough to rival the cost of creating and
running a full index of the global web.

But, software development seemed to fit the bill. Chatbots and au-
tocompletes are a genuine liability to coding by virtue of how their
user interfaces trigger a variety of cognitive biases (more on that lat-
er), but it seemed reasonable to assume that research and design
would be brought to bear to create a set of genuinely disruptive inno-
vations in programming.

That assumption was the foundation of the optimism that - unfor-
tunately - was a continuing thread throughout the first edition of this
book. Even though it was highly critical of all forms of generative
models, the book was suffused throughout with a hope: these prob-
lems might get addressed, in time, and we’d discover ways to use the
models safely and productively.

That optimism was unwarranted and was the first major mistake of
the first edition.

The second big mistake was my assumption that anybody who read
through a detailed overview of all of the dysfunctions, risks, and flaws
of generative models would realise that, obviously, a technology this
broken was unsuitable for most business. I didn’t account for the in-
herent irrationality of people already predisposed to be fans of the
technology. Where I thought I had delivered a guide that outlined all
the reasons why generative models should be avoided, consultants and
managers saw a guide that helped them sell “AI” by giving them a list
of risks to downplay.
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Meanwhile, the tech industry has sunk to new lows. Layoffs contin-
ue unabated and are spreading throughout our economies as tech
companies promote the lie that workers can be replaced either with
generative models or with a much smaller workforce “empowered” by
“AI”. Safety and security teams for “AI” products are understaffed or
have even been outright disbanded. “AI” product research and design
has all but arrested - every product is stuffed with chatbots, image
generation, and language model autocompletion, no matter whether
it makes sense or not. If the customers don’t buy it, then they’ll be
forced to buy it, and there will be no attempt to come up with more
useful design abstractions for the technology. More and more, you no
longer even have the option to opt out of paying for “AI” integrations
or to buy a cheaper version of the service that doesn’t come with a
chatbot attached.

This is the strategy of a monopolist unafraid of regulators, the con-
sumer, or the government. Why would Microsoft try to disrupt soft-
ware development? They already own the entire field by virtue of own-
ing GitHub, npm, TypeScript, and Visual Studio Code. There’s no need
for any of these companies to even pretend that this is a disruptive in-
novation on a path to become more and more useful. Just bundle it
with your core offerings and raise the pricesg. What’s the consumer
going to do about it anyway?

“Al” is also becoming a political project where it looks like industry
over-investment in faulty products will be subsidised by government
and military contracts.? Why invest in genuine design innovation
when you can just ship chatbots to the military and get billions in re-
turn?

Whether this technology works or can be made to work has become
immaterial to its success. We will still be forced to buy it even if there
is no demand.

This is why I felt compelled to create this second edition. Some of
the core assumptions of the first edition have been revealed to be
faulty. This book, instead of being a tool to help you judge the best way
to navigate the minefield of an early-stage product, now needs to be a
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tool you can use to explain - in detail — why this “innovation” is bad
for business.

Because if you don’t manage to talk your employer or your in-
vestors out of using these tools, the risks of integrating generative
models into your core business are such that they could easily trigger a
Boeing-style death spiral where the organisation becomes simply inca-
pable of safely executing on its core strategy.

Boeing can no longer design new aeroplanes from scratch, but it
survives by being strategically vital to US industry and security.

Can you say the same about your business?

Will you get bailed out if your products fail?

20
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The structure of this book

This book is divided into four overall parts:

1. Introduction. Being an overview of generative models, their basic
function, what they can and can’t do, as well as how they can ex-
ploit our own biases.

2. Recommendations. Overall recommendations for what to do and
not to do. These are based on the next section.

3. Risks. This is an inventory of the risks that are specific to business-
es and work. They don’t cover political or social issues. Just those
that could affect work. Together, they should demonstrate exactly
why generative models are bad for business.

4. What next? This section looks at where things are and where
things are heading.

You don’t have to read them in order. I tried to minimise cross-refer-
ences throughout the book so you shouldn’t have to read the chapters
in strict linear order. If your biggest concern is how AI and tech is cur-
rently evolving, then you should start with the fourth section. If you
just want the recommendations, start with the second. If you’re wor-
ried about the risks, start with the third. If you want to be depressed,
read the whole thing from beginning to end.
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Some definitions

But, first, what do the words mean?

- Al: Artificial Intelligence. Not actual intelligence. This refers to sev-
eral different methods of building neural network models - data
structures usually derived from larger collections of data - that
model a particular domain or data type. Sometimes they are used
for analysis, such as classifying the subject of an image. Some-
times it’s a decision model that guesses at an appropriate decision
based on the data available on prior decisions. Or, a data model de-
rived from text or images can be used to generate second order im-
age or text derivations. These are versatile tools even if they are
quite unreliable and biased.

Neural Network: A data structure based on early to mid-twenti-
eth century ideas on how the brain might work which have been
revealed as extremely simplistic as neuroscience evolved. You feed
training data into an algorithm that builds a mathematical model
of a network of “neurons”, parameter by parameter, where each
parameter is supposed to be functionally equivalent to a neuron in
an animal brain. In a biological neural network, each neuron is
one of the most complex living cells in the body, filled with multi-
ple interconnected complex chemical systems, and communicat-
ing with its neighbours using a variety of neurotransmitters. Con-
versely, the “neuron” of an artificial neural network is usually a
single number.

Machine Learning: What software developers actually mean
when they say ‘AI’. Still a misnomer. Machine ‘learning’ is almost
entirely unlike biological learning. We don’t rebuild our brains
entirely from scratch using only numbers, by reliving and repro-
cessing our entire lives up to that point - including the near totali-
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ty of all of written human existence — every time we want to learn
something genuinely new. These models are data derived from
other data. They do not learn, but instead have to be derived
again, partially or in whole.

- AGI: Artificial General Intelligence. What the public thinks ‘AT’
means. This lies somewhere between science fiction and fantasy. It
very definitely does not exist yet and there are no trustworthy in-
dications that it’s anywhere on the horizon.

- Training data: This is the labelled or unlabelled data that’s fed
into the algorithm that models it to create an AI model’s artificial
neural network.

- Model: Usually used to describe the data — derived from the train-
ing data - that is a collection of the parameters of an artificial neu-
ral network often together with some (but not all) of the software
needed to use it.

- Generative Al, or Generative Models: AI models that generate
images, video, audio, text, or code.

- LM: Language Model. An AI model that has been trained on text.
Smaller models are usually specialised and have limited function-
ality.

« LLM: Large Language Model. A language model that’s large enough
to generate seemingly fluent text and simulate conversations that
are somewhat convincing on the surface. This is what ChatGPT is
based on.

- Foundational Model: A model big enough and versatile enough
to be used as a building block for more specialised Al “fine-tuned”
models. They switch terms for this on a regular basis. The indus-
try keeps inventing new terms for this. It’ll probably be called
something different next week.
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- Fine-tuning: Additional training, usually in the form of addition-
al modelling data that’s layered in some way over the original
model, sometimes using slightly different algorithms. It’s purpose
is to improve a model’s capability at a specialised task, or degrade
its ability to generate a specific kind of negative outcome, often at
the expense of versatility.

- Diffusion model: A model derived from a large collection of im-
ages that are “diffused” into and out of random noise. This results
in a model for turning noise into images that are derived from the
data that has been modelled. Almost every major image-generat-
ing AI model on the market today is a diffusion model or uses a
similar technology.

- API: Application Programming Interface. The hooks, levers, and
functions a software system exposes that the programmer can use
to connect it to another software system.

26
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Generative models are data

Modern “Al” are not minds, they are
derived statistical data

Machine learning models are layered networks where each node in the
network represents a connection to its neighbouring node. In a mod-
ern transformer-based language model most of these nodes or param-
eters are floating point numbers — weights — that describe the connec-
tion and boil it down to a single value.

In language models the networks are built by feeding text through
a tokeniser that breaks it into tokens - often one word per token - that
are ultimately fed into an algorithm implemented as a software sys-
tem. That algorithm constructs the network, node by node, layer by
layer, based on the relationships it calculates between the tokens/
words. This is done in several runs and, often, the developer of the
model will evaluate after each run that the model is progressing in the
right direction, with some doing more thorough evaluation at specific
checkpoints.

The network is, in a very fundamental way, a mathematical deriva-
tion of the language in the training data.

Deep learning systems such as language models are constructed
from the training data. The code regulates and guides the process,
but the statistical distributions within the data set are what defines the
neural network.

This is very, very different from how a biological neural network in-
teracts with data. A biological brain is constantly modified by input
and data - its environment - but its construction is derived from nutri-
tion, its physical environment, and genetics.

The training data set, conversely, is a deep and fundamental part of
the language model. The algorithm’s code provides the process while
the weights themselves are derived from the data, and the model itself
is dead and static during input and output.
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A language model constructed from a poorly documented training
data set is effectively an undocumented system that cannot be reliably
replicated or researched.

The construction process of a neural network is called “training”,
which is frequently a source of confusion as it gives a very misleading
impression of how the construction process works. A language model
isn’t “trained” any more than a pregnant mother “trains” a fetus into
an infant.

This is also why it’s inaccurate to say that these systems are inspired
by their training data. A language model can never be inspired. It is it-
self a cultural artefact - data — derived from other cultural artefacts.

A biological neuron is a complex system - one of the more complex
cellsin an animal’s body. In a living brain, a biological neuron will use
electricity, multiple different classes of neurotransmitters, and timing
to accomplish its function in ways that we still don’t fully understand.

The brain as a whole is composed of not just a massive neural net-
work, but also layers of hormonal chemical networks that dynamical-
ly modify its function, both granularly and as a whole. It exists as an
indivisible integrated system with the rest of the body. A disembodied
brain in a jar will always be a dead one.

The digital neuron - a single signed floating point number - is in
comparison to a biological neuron what a flat-head screwdriver is to a
car.

They both contain metal and that’s about the extent of their simi-
larity.

The human brain contains roughly 100 billion neuron cells, a lay-
ered chemical network, and a cerebrovascular system that all inte-
grate as a whole to create a functioning, self-aware system capable of
general reasoning and autonomous behaviour. This system is multiple
orders of magnitude more complex than even the largest language
model to date, both in terms of individual neuron structure, and taken
as a whole.
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The bubble makes generative models too risky for business

Summary

Generative models should not be adopted by most workers or busi-
nesses, especially if you believe that it’s a revolutionary innovation.

The horseshoe model of technological
paradigm shifts

Occasionally, a field or industry is introduced to a new idea or technol-
ogy that is such a profound change that it reframes everybody’s under-
standing of that field as a whole.

This doesn’t happen often, but when they do their impact is felt for
decades, if not centuries, afterwards:

- Moveable type and the printing press.
- Radio, then TV.

- The microprocessor.

- Graphical user interfaces.

- The web.

- Touchscreen smartphones.

A paradigm shift accomplishes something an individual “disruptive
innovation” cannot, it disrupts entire fields and industries in one
SWOOop.

Technological paradigm shifts are lucrative for the tech industry:
in our economy they almost always result in chaotic financial bubbles
that lasts for years and make early participants enormously wealthy.
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This has led industry pundits and hungry executives to look for a
revolution in every product, every new feature set, and every new
idea. The Java Virtual Machine and programming language was sup-
posed to be the new platform for everything — even thought to in-
evitably kill the web. At one point the future was supposed to be en-
tirely blogs and RSS feeds. Voice assistants and voice-controlled com-
puters have several times been thought to be the new dominant para-
digm that would govern all computing, as were various iterations of
Virtual Reality. Who can forget how convinced tech industry investors
were in the inevitability of crypto-coins and the blockchain?

Many of these micro-revolutions did result in long term innova-
tions in the field. They might not have resulted in the dramatic
changes people hoped for at the time, but the technological detritus
they left behind once the teams were disbanded, companies sold off,
and products shuttered is often useful. Sun Microsystems may not ex-
ist any more and Java didn’t become the universal platform for all
software, but it did become the foundation for Android software de-
velopment and the chosen platform for server software in the enter-
prise. Blogs didn’t become the future of social media, but RSS feeds are
what makes podcasts work and WordPress, flawed as it is, has become
the web’s default Content Management System.

Some micro-revolutions, however, left only harm in their wake.
The blockchain will go down in history as an enabler of fraud, crime,
and Ponzi schemes. Others, such as self-driving cars, never managed
to fulfil the promise they made, no matter how much money investors
keep throwing at the problem.

Where generative models land on this spectrum is a question that
tech companies have deliberately muddied and obfuscated. The tech,
as it stands today, is kind of rubbish, and enables a lot of harm, but the
same could have been said of the early web. Companies that stand to
gain from an “AI” revolution play up this doubt and expect you to dis-
believe the evidence of our own experience.

Given the dynamics of the tech industry, these companies stand to
gain a lot from wide adoption. A bubble could make their executives
immeasurably wealthy and allow the “merely” wealthy to become bil-
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lionaires. The harms from blatantly flawed technology, such as mas-
sive insecurity of early versions of Windows, are merely abstract costs
that can be pushed onto others.

Are generative models imperfect crap like the web in '94? Or are
they broken crap like Windows 95?

Those who care enough to have an opinion are likely to fall broadly
into one of three camps:

- True Sceptic. The true sceptic reasons that we’re close to the upper
limit of how much useful training data can be found for these
models, that the flaws inherent in these systems will only be ad-
dressed slowly and painfully over the next few years if at all, and
that even with improvement they aren’t as useful as the industry
is making them out to be - with harms and abuses vastly out-
weighing the benefit. Generative models will be closer to self-driv-
ing cars than the web.

- True Believer. The true believer is convinced that the party is just
getting started. Improvements will come fast and quick. “Believe
in the exponential!” Generative models will be everywhere and
make the web look like a minor blip.

- Sceptical Believer. Where I think most people, at least in tech, will
fall. The sceptical believer thinks the tech is already useful, that it
has flaws that will be ironed out, thinks that the tech will improve
over the years, but the improvement won’t be exponential and
will taper off relatively quickly.

Your opinion isn’t static either. You can start off as a true sceptic but
turn into a sceptical believer, and vice versa.

It’s easy to assume that this leads to three different optimal strate-
gies based on how much of a believer you are.

1. Pessimistic Adoption. Be extremely careful in adopting the new
tech and only adopt specific implementations that are well-tested
and have a demonstrated effectiveness. That would mean only al-
lowing AI tools - internal- or external-facing - that have been
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carefully vetted as safe and productive, discouraging all use of
tools that haven’t been approved.

2. Optimistic Adoption. Adopt the tech broadly, but with a few
safeguards, maybe with a bit of assessment and vetting here and
there to make sure it works for your business. That would mean
allowing its use broadly for internal use but only allow specific
tools that have been vetted for reliability and safety on external-
facing products, pages, or services.

3. Enthusiastic Adoption. Quickly adopt the tech everywhere.

This would be wrong.

When it comes to technological revolution, the extremes bend to-
gether, like a horseshoe. The optimal strategy for both the True Sceptic
and the True Believer is roughly the same: Pessimistic Adoption.

It’s obvious why Pessimistic Adoption is the optimal strategy for
the sceptic. They don’t believe the technology works that well, so they
will only adopt tools based on it if they can be tested and proven to
work.

It’s not immediately obvious why it’s also the optimal strategy for
the True Believer, but the reason is simple: if a technology will be ev-
erywhere, doing everything, and become the biggest thing since sliced
bread, that also means that it will come with massive disruptive
changes, inspire widespread fraud, and become one of the largest fi-
nancial bubbles in history. Revolutions always have casualties:

- New products will come and go fast. Some will be made by grifters
hoping to cash in on a trend. Some will simply be made obsolete
overnight. Some will simply be based on incorrect guesses about
what approaches work best for the new technology.

- Best practices will change frequently and extremely quickly.

- There will always be something better out tomorrow.
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- Major foundational platforms can be replaced almost overnight
by competitors who simply understand the paradigm better -
think of how quickly Google replaced AltaVista.

In most of the major technological paradigm shifts, a majority of the
products and services that get shipped will be poorly thought out
garbage that gets replaced quickly. Many of them will even be outright
fraud. The broad economic environment will be that of a massive bub-
ble. Grifters will be on every corner. Nothing will be stable.

Since financial bubbles corrupt the strategy and incentives of even
the most staid and careful company, it results in an environment
where product and platform reliability and transparency is effectively
non-existent.

An artificial bubble, one created through financial shenanigans and
market manipulation, is already disconnected from product and mar-
ket fundamentals in an obvious way. What’s less obvious is that a gen-
uinely disruptive innovation, such as the web, tends to create even
greater bubbles, like the dot-com bubble of the nineties.

A rational-thinking sceptic will assume that we’re in an artificially-
created Al Bubble. A rational-thinking true believer should assume
that we’re in an even larger bubble that’s even less rational than that.

Genuine revolutions create genuinely irrational environments.

The optimal strategy is to be extremely careful about what tools you
use and adopt in your work or business, especially if you believe in the
“Alrevolution”.

The only difference between the optimal strategy for the True Be-
liever and the True Sceptic is in how much they invest in the AI tool
after they’'ve vetted it. The sceptic will continue to keep it at an arm’s
length, making sure their business doesn’t rely on it in any major way.
Whereas the True Believer will go all-in on the few tools they’re satis-
fied is working and weave them into the very fabric of their organisa-
tion.

Of the rational actors in the field, the Sceptical Believers are the
ones who take the biggest risks, because they don’t appreciate the pace

38



The Intelligence Illusion

of change of a paradigm shift like the True Believer, and they aren’t as
careful as the True Sceptic.

That the majority of people and businesses in tech seem to be fol-
lowing the riskiest possible strategy available is both predictable and
worrying. Most of them aren’t reasoning themselves into taking these
risk but are instead driven by fear.

Fear Of Missing Out leads people and
companies to take big risks

“Because I might be missing out,” is not a reason nor is it a strategy. It’s
an excuse to avoid thinking — a way to avoid looking at your specific
circumstances and investigating the matter as it presents to you.

How do generative models present to you?

After reading through the recommendations and the risks, seeing
what the strengths and weaknesses are of these tools what do you
think the benefits are for your work?

Because that’s what matters: your work.

If this is indeed a revolution - a transformative change to our work
and society — then there’s even more reason to take your time.

Netscape Navigator was released in 1994.2 Much like how ChatGPT
in 2022 was the first service to package a language model into an easy-
to-use service and brought Generative Al into the mainstream, Net-
scape was the first software to package the web up in a powerful, easy
to use, web browser. It brought a revolution into the mainstream.

Most of the web or internet companies founded in Netscape’s im-
mediate wake were gone by the year 2000.°

Any organisation that waited for a couple of years, until 1996 or
even 1997, to formulate a ‘web strategy’ was still early enough to be
considered today to be an early web pioneer. Even those who waited
until 1999 now manage to look almost presciently early in their adop-
tion of the web.

It didn’t feel early at the time.

I know. I was there. It felt like you had to move now or be forever
left behind. But with the benefit of hindsight, it’s obvious that most of
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the organisations that didn’t act in panic, gave themselves four years
to investigate the web and see how they could use it properly, were bet-
ter off in the long run.

Not only do you have time, patience is one of the biggest advantages
you can give yourself at the start of a paradigm shift in computing. If
this isn’t paradigm shift then waiting a couple of years will let you find
out without losing on the strategic benefit to your organisation.

In either case, we don’t know yet how to properly integrate these
tools with our existing work processes and tools. We don’t know what
user interface designs will result in genuine, long term productivity
improvements in office software. Those who are first to ship “AI” inte-
grations are likely to come out with extremely flawed first takes. If his-
tory is any example, they will be locked into some variation of their
initial designs, unable to make meaningful changes without alienat-
ing their existing customers, but too flawed to gain broad acceptance.

This is the norm for tech. With rare exceptions, there is no first-
mover advantage in software, and it’s uncommon in tech in general.
The product that ends up dominating the market is rarely the first. In-
stead, it’s usually the product that comes a few years later, is more pol-
ished, or addresses a core strategic flaw in the first-mover.

« Apple II lost to Microsoft’s DOS and IBM-compatible Personal
Computers.

« WordPerfect lost to Microsoft Word.

- The classic Mac System operating system lost to Microsoft’s Win-
dows.

- Netscape lost to Internet Explorer, which then lost to Firefox,
then Chrome.

- AltaVista lost to Google.
- Hotmail and Yahoo Mail lost to Gmail.
- Apple only started to ‘win’ when they stopped trying to be first to

the market: the iPod was a late entry in the MP3 player wars.
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- The iPhone wasn’t even remotely close to being the first smart-
phone.

« The iPad wasn’t the first tablet.

- Facebook trounced its many predecessors.

First-mover advantage in software is largely a myth. Historically, sec-
ond- or even third-movers win. Waiting to learn from the first-
mover’s mistakes has usually been the winning move.

Instead of making mistakes, you want other people to make them,
and then see what you can learn. Lessons learned through experience
are expensive. It’s always better to let somebody else pay that price.

You should hold off on integrating generative model features into
your products because regulators are coming, and we don’t know what
their impact will be. We already have regulators in Europe and Canada
looking into the Al industry. In the US, the Federal Trade Commission
has been reminding us that existing regulations still apply to AI prod-
ucts, that if the vendors of these tools aren’t doing a good enough job
of mitigating their risks, they might be exposed to serious legal liabili-
ty.Z In addition, Al is likely to face additional regulations in the future.
The European Union is on the cusp of introducing a set of regulations
governing Al software and, if their plans hold, the fines will be similar
to what they introduced with General Data Protection Regulation:
they will be based on a percentage of global turnover.>

The impact regulators will have is unclear. Quite a few existing Al
products may find themselves outright barred from most of Europe as
a market.

Let other companies discover the pitfalls first.

Otherwise, you risk spending a fortune weaving the latest and greatest
language model into the fabric of your business, only to discover a couple
of vears later that it’s now an obsolete liability.
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The bubble makes generative models too risky for business

The anthropomorphism trap

Another notion that complicates people’s decision-making is the idea
that large language models might be on the path towards Artificial
General Intelligence. This is a dangerous idea for a business. It’s a
myth that directly undermines any effort to think clearly or strategise
about generative models because it strongly reinforces anthropomor-
phism, which is when you reason about an object or animal as if it were
a person. “Al” software that works with language is particularly prone
to triggering this reaction. Software such as chatbots trigger all three
major factors that promote anthropomorphism in people:g

1. Understanding. If we lack an understanding of how an object
works, our minds will resort to thinking of it in terms of some-
thing that’s familiar to us: people. We understand the world as
people because that’s what we are. This becomes stronger the
more similar we perceive the object to be to ourselves.

2. Motivation. We are motivated to both seek out human interaction
and to interact effectively with our environment. This reinforces
the first factor. The more uncertain we are of how that thing
works, the stronger the anthropomorphism. The less control we
have over it, the stronger the anthropomorphism.

3. Sociality. We have a need for human contact and our tendency to-
wards anthropomorphising objects in our environment increase
with our isolation.

We lack cohesive mental models for what makes these language mod-
els so fluent. Because we feel a strong motivation to understand and
use them as they are integrated into our work, and our socialisation in
the office often takes on the very same text conversation form as a
chatbot does, we inevitably feel a strong drive to see these software
systems as people. The myth of AGI reinforces this because it implies
that “people” is indeed an appropriate cognitive model for how these
systems behave.
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Itisn’t. AI are not people. Treating them as such is a major strategic
error as it will prevent you from thinking clearly about their capabili-
ties and limitations.

It doesn’t matter where you stand on the sceptic spectrum. True be-
lievers and sceptics alike can fall for the anthropomorphism effect,
and it will always compromise your ability to strategise about genera-
tive Al.

Avoid it as much as you can.
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Al and the bird brains of Silicon Valley

Summary

Generative models are synthesis engines. Machine Learning software use
them to synthesise or generate new text, audio, or images from their
training data based on prose prompts. This synthesis can be generative
- making something new - or it can be used to convert or modify exist-
ing media. They are not Artificial General Intelligences.

What is a Generative Model?

The problem is, if one side of the communication does not have
meaning, then the comprehension of the implicit meaning is an il-
lusion arising from our singular human understanding of language
(independent of the model). Contrary to how it may seem when we
observe its output, an LM is a system for haphazardly stitching to-
gether sequences of linguistic forms it has observed in its vast train-
ing data, according to probabilistic information about how they
combine, but without any reference to meaning: a stochastic parrot.

Emily M. Bender, Timnit Gebru, et al., On the Dangers of Stochastic Parrots: Can
Language Models Be Too Big?.m

Bird brains have a bad reputation. The diminutive size of your average
bird and their brain has lead people to assume that they are dumb.

But, bird brains are amazing. Birds commonly outperform mam-
mals with larger brains at a variety of general reasoning and problem-
solving tasks.2 Some by a large margin.E Their small brains manage
this by packing numerous neurons in a small space using structures
that are unlike from those you find in mammals.

Even though birds have extremely capable minds, those minds are
built in ways that are different from our own or other mammals. Simi-
lar capabilities; different structure.

The ambition of the Silicon Valley Al industry is to create some-
thing analogous to a bird brain: a new kind of mind that is functional-

46



The Intelligence Illusion

ly similar to the human mind, possibly outperforming it, while being
built using very different mechanisms. Similar capabilities; different
structure.

This effort goes back decades, to the dawn of computing, and has
had limited success.

Until recently, if the industry’s claims are to be believed.

If you're reading this, you've almost certainly interacted with a
generative model, however indirectly. Maybe you’'ve tried Bing Chat.
Maybe you’ve subscribed to the paid tier for ChatGPT. Or, maybe
you’ve used Midjourney to generate images. At the very least you've
been forced to see the images or text posted by the overenthusiastic on
social media.

These models are created by pushing an enormous amount of train-
ing data through various algorithms:

- Language models like ChatGPT is “trained” on a good chunk of
the textual material available on the web.

- Image models like Midjourney and Stable Diffusion are “trained”
on a huge collection of images found on the internet.

What comes out the other end is a mathematical model of the media
domain in question: text or images.

You know what generative models are in terms of how they present
to you as software: clever chatbots that do or say things in response to
what you say: your prompt. Some of those responses are useful, and
they give you an impression of sophisticated comprehension. The
models that generate text are fluent and often quite engaging.

This fluency is misleading. What Bender and Gebru, who I quoted
above, meant when they coined the term stochastic parrot wasn’t to
imply that these are, indeed, the new bird brains of Silicon Valley, but
that they are unthinking text synthesis engines that just repeat phras-
es from their training data set. They are the proverbial parrot who
echoes without thinking, not the actual parrot who is capable of com-
plex reasoning and problem-solving.
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A zombie parrot, if you will, that screams for brains because it has
none.

The fluency of the zombie parrot - the unerring confidence and a
style of writing that some find endearing - creates a strong illusion of
intelligence.

Every other time we read text, we are engaging with the product of
another mind. We are so used to the idea of text as a representation of
another person’s thoughts that we have come to mistake a person’s
writing for their thoughts. But they aren’t. Text and media are tools
that authors and artists create to let people change their own state of
mind - hopefully in specific ways to form the image or effect the au-
thor was after.

Reading is an indirect collaboration with the author, mediated
through the writing. Text has no inherent reasoning or intelligence.
Roland Barthes’s ghost does not inhabit the words of The Death of the
Author. Stephen King isn’t hovering over you when you read Carrie.
The ghost you feel while reading is an illusion you’ve made out of your
own experience, knowledge, and imagination. Every word you read
causes your mind to reconstruct its meaning using your memories and
creativity. The idea that there is intelligence somehow inherent in
writing is an illusion. The intelligence is all yours, all the time:
thoughts you make yourself in order to make sense of another per-
son’s words. This can prompt us to greatness, broaden our minds, in-
spire new thoughts, and introduce us to new concepts. A book can
contain worlds, but we’re the ones that bring them into being as we
read. What we see is uniquely our own. The thoughts are not trans-
ported from the author’s mind and injected into ours.

The words themselves are just line forms on a background with no
inherent meaning or intelligence. The word “horse” doesn’t come with
the Platonic ideal of a horse attached to it. The word “anger” isn’t full
of seething emotion or the restrained urge towards violence. Even
words that are arguably onomatopoeic, like the word “brabra” we use
in Icelandic for the sound a duck makes, are still incredibly specific to
the cultures and context they come from. We are the ones doing the
heavy lifting in terms of reconstructing a picture of an intelligence be-
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hind the text. When there is no actual intelligence, such as with Chat-
GPT, we are the ones who end up filling in the gaps with our own intel-
ligence, memories, experience and imagination.

When ChatGPT demonstrates intelligence, that comes from us.H
Some of it we construct ourselves.> Some of it comes from our inher-
ent biases. ™

There is no ‘there’ there. We are alone in the room, reconstructing
an abstract representation of a mind. The reasoning you see is only in
your head. You are hallucinating intelligence where there is none. You
are doing the textual equivalent of seeing a face in a power outlet.

This drive — anthropomorphism - seems to be innate. Our first in-
stinct when faced with anything unfamiliar - whose drives, motiva-
tions, and mechanisms we don’t understand - is to assume that they
think much like a human would.* When that unfamiliar agent uses
language like a human would, the urge to see them as near or fully hu-
man is impossible to resist - a recurring issue in the history of Al re-
search that dates all the way back to 1966.1°

These tools solve problems and return fluent, if untruthful, an-
swers, which is what creates such a convincing illusion of intelligence.

Text synthesis engines like ChatGPT and GPT-4 do not have any
self-awareness. They are mathematical models of the various patterns
to be found in the collected body of human text. How granular the
model is depends on its design and the languages in question. Some of
the tokens - the smallest unit of language the model works with - will
be characters or punctuation marks, some of them will be words, syl-
lables, or even phrases. Many language models are a mixture of both.2

With enough detail - a big enough collection of text - these tools
will model enough of the probabilistic distribution of various words
or characters to be able to perform what looks like magic:

- They generate fluent answers by calculating the most probable se-
guence of words, at that time, which would serve as the continua-
tion of or response to the prompt.
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- They can perform limited reasoning tasks that correlate with tex-
tual descriptions of prior reasoning tasks in the training data.

With enough of these correlative shortcuts, the model can perform
something that looks like common sense reasoning: its output is text
that replicates prior representations of I'easoning.m This works for as
long as you don’t accidentally use the wrong phrasing in your prompt
and break the correlation.?

The mechanism behind these systems is entirely correlative from
the ground up.2 What looks like reasoning is incredibly fragileﬁ and
breaks as soon as you rephrase or reword your prompt.% It exists only
as a probabilistic model of text. A Generative Model chatbot is a lan-
guage engine incapable of genuine thought.z—5

These language models are interactive but static snapshots of the
probability distributions of a written language.

It’s obviously interactive, that’s the whole point of a chatbot. It’s
static in that it does not change when it’s used or activated. In fact,
changing it requires an enormous amount of computing power over a
long period of time. What the system models are the distributions and
correlations of the tokens it records for the texts in its training data set
— how the various words, syllables, and punctuation relate to each oth-
er over as much of the written history of a language as the company
can find.

That’s what distinguishes biological minds from these algorithmic
hindsight factories: a biological mind does not reason using the proba-
bility distributions of all the prior cultural records of its ancestors. Bi-
ological minds learn primarily through trial and error. Try, fail, try
again. They develop skills by reinforcing neural pathways in a brain
that’s already built from nutrition through genetics in a ways that’s
functionally very different from what you see in a software model,E.
That reinforcement takes place through constant feedback, experi-
mentation, and repeated failure — driven by a chemical network that
often manifests as instinct, emotion, motivation, and drive. The bio-
logical neural network — bounded, defined, and driven by the chemical
network - is constantly changing and responding to outside stimuli.
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Every time an animal’s nervous system is “used”, it changes. It is al-
ways changing, until it dies.

Biological minds experience. Synthesis engines parse imperfect
records of experiences. The former are forward-looking and operate
primarily in the present, sometimes to their own detriment. The latter
exist exclusively as probabilistic manifestations of imperfect represen-
tations of thoughts past. They are snapshots. Generative Models are
themselves cultural records.

These models aren’t new bird brains — new alien minds that are
peers to our own. They aren’t even insect brains. Insects have autono-
my. They are capable of general problem-solving - some of them are
capable of tasks of surprising complexityﬂ —and their abilities tolerate
the kind of minor alterations in the problem environment that would
break the correlative pseudo-reasoning of a language model. % Large
Language Models are something lesser. They are water running down
pathways etched into the ground over centuries by the rivers of hu-
man culture. Their originality comes entirely from random combina-
tions of historical thought. They do not know the ‘meaning’ of any-
thing - they only know the records humans find meaningful enough
to store.Z Their unreliability comes from their unpredictable behav-
iour in novel circumstances. When there is no riverbed to follow, they
drown the surrounding landscape.

The entirety of their documented features, capabilities, and record-
ed behaviour - emergent or not - is explained by this conceptual mod-
el of generative “Al”. Every complex system has emergent behaviours.
0 1t is not evidence of sentience or self-awareness. There are no unex-
plained corner cases that don’t fit or actively disprove this theory.

Yet people keep assuming that what ChatGPT does can only be ex-
plained as the first glimmer of genuine Artificial General Intelligence.
The bird brain of Silicon Valley is born at last!

Because text and language are the primary ways we experience oth-
er people’s reasoning, it will be next to impossible to dislodge the no-
tion that these are genuine intelligences. No amount of examples, sci-
entific research, or analysis will convince those who want to maintain
a pseudo-religious belief in alien peer intelligences. After all, if you
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want to believe in aliens, an artificial one made out of supercomputers
and wishful thinking feels much more plausible than little grey men
from outer space. But that’s what it is: a belief in aliens.

It doesn’t help that so many working in “AI” seem to want this to be
true. They seem to be true believers who are convinced that the spark
of Artificial General Intelligence has been struck.?

They are inspired by the science fictional notion that if you make
something complex enough, it will spontaneously become intelligent.
This isn’t an uncommon belief. You see it in movies and novels - the
notion that any network of sufficient complexity will spontaneously
become sentient has embedded itself in our popular psyche. James
Cameron’s skull-crushing metal skeletons have a lot to answer for.

That notion doesn’t seem to have any basis in science. The idea that
general intelligence is an emergent property of neural networks that
appears once the network reaches sufficient complexity, is a view
based on archaic notions of animal intelligence — that animals are
soulless automata incapable of feeling or reasoning.2 That view that
was formed during a period where we didn’t realise just how common
self-aware reasoning (i.e. the mirror test) and general reasoning is in
the animal kingdom.g Animals are smarter than we assumed and the
difference between our reasoning and theirs seems to be a matter of
degree, not of presence or absence.>*

General reasoning seems to be an inherent, not emergent, property
of pretty much any biological lifeform with a sizeable nervous system.

The bumblebee, despite having only a tiny fraction of the neurons
of a human brain, is capable of not only solving puzzles but also of
teaching other bees to solve those puzzles. They reason and have a cul-
ture.> They have more genuine and robust general reasoning skills -
that don’t collapse into incoherence at minor adjustments to the prob-
lem space - than GPT-4 or any large language model on the market.
That’s with only around half a million neurons to work with.%

Conversely, GPT-3 is made up of 175 billion parameters — what passes
for a “neuron” in a digital neural network.>” GPT-4 is even larger, with
some estimates coming in at a trillion parameters. Then you have fine-
tuned systems such as ChatGPT, that are built from multiple interact-
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ing models layered on top of GPT-3.5 or GPT-4, which make for an
even more complex interactive system.

ChatGPT, running on GPT-4 is, easily a million times more complex
than the “neural network” of a bumblebee and yet, out of the two, it’s
the striped invertebrate that demonstrates robust and adaptive gener-
al-purpose reasoning skills. Very simple minds, those belonging to
small organisms that barely have a brain, are capable of reasoning
about themselves, the world around them, and the behaviour of other
animals.>®

Unlike the evidence for ‘sparks’ of AGI in language models, the evi-
dence for animal reasoning - even consciousness - is broad, com-
pelling, and encompasses decades of work by numerous scientists.>>

Al models are flawed attempts at digitally synthesising neurologies.
They are built on the assumption that all the rest - metabolisms, hor-
mones, chemicals, and senses — aren’t necessary for developing intelli-
gence.

Reasoning in biological minds does not seem to be a property that
emerges from complexity. The capacity to reason looks more likely to
be a built-in property of most animal minds.*® A reasoning mind ap-
pears to be a direct consequence of how animals are structured as a
whole - chemicals, hormones, and physical body included. The animal
capacity for problem-solving, social reasoning, and self-awareness
seem to increase, unevenly, and fitfully with the number of neurons
until it reaches the level we see in humans.* Reasoning does not
‘emerge’ or appear. Some creatures are better at it than others, but it’s
there in some form even in very small, very simple beings like the
bumblebee. It doesn’t happen magically when you hook up a bunch of
disparate objects together in a complex enough network. A reasoning
mind is the starting point of biological thinking, not the endpoint that
only “emerges” with sufficient complexity.

The internet — a random interconnected collection of marketing of-
fal, holiday snaps, insufferable meetings, and porn - isn’t going to be-
come self-aware and suddenly acquire the capacity for general reason-
ing once it reaches a certain size, and neither will Large-Language-
Models. The notion that we are making autonomous beings capable of
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Artificial General Intelligence just by loading a neural network up
with an increasingly bigger collection of junk from the internet is not
one that has any basis in anything we understand about biology or ani-
mal reasoning.

But, AI companies insist that they are on the verge of AGL* Their
rhetoric around it verges on the religious as the idea of an AGI is ide-
alised and almost worshipped.ﬁ They claim to be close to making a
new form of thinking life, but they refuse to release the data required
to prove it 24 They’ve built software that performs well on the arbi-
trary benchmarks they’ve chosen and claim are evidence of general in-
telligence, but those tests prove no such thing and have no such validi-
ty.g The benchmarks are theatrics that have no applicability towards
demonstrating genuine general intelligence.ﬁ

Al researchers love to resurrect outdated pseudoscience such as
phrenology - shipping Al software that promises to be able to tell you
if somebody is likely to be a criminal based on the shape of their skull.
T It’s a field where researchers and vendors routinely claim that their
Als can detect whether you’re a potential criminal, gay, a good em-
ployee, liberal or conservative, or even a psychopath, based on “your
face, body, gait, and tone of voice.” 28

It’s pseudoscience.

This is the field and the industry that claims to have accomplished
the first ‘spark’ of Artificial General Intelligence?ﬁ

Last time we saw a claim this grand, with this little scientific evi-
dence, the men in the white coats were promising us room-tempera-
ture fusion, giving us free energy for life, and ending the world’s de-
pendence on fossil fuels.>®

Why give the tech industry the benefit of the doubt when they are
all but claiming godhood - that they’ve created a new form of life nev-
er seen before?

As Carl Sagan said: “extraordinary claims require extraordinary evi-
dence.”

He didn’t say “extraordinary claims require only vague insinua-
tions and pinky-swear promises.”
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To claim you’ve created a completely new kind of mind that’s on
par with any animal mind - or, even superior - and provides general
intelligence using mechanisms that don’t resemble anything anybody
has ever seen in nature, is by definition the most extraordinary of
claims.

The Al industry is backing their claims of Artificial General Intelli-
gence with hot air, hand-waving, and cryptic references to data and
software nobody outside their organisations is allowed to review or
analyse.S—1

They are pouring an every-increasing amount of energy and work
into ever-larger models all in the hope of triggering the ‘singularity’
and creating a digital superbeing. Like a cult of monks boiling the
oceans in order to hear whispers of the name of God.>2

It’s a farce. All theatre; no evidence. Whether they realise it or not,
they are taking us for a ride. The sooner we see that they aren’t back-
ing their claims with science, the sooner we can focus on finding safe
and productive uses — limiting its harm, at least - for the technology as
it exists today.

After everything the tech industry has done over the past decade,
the financial bubbles, the gig economy, legless virtual reality avatars,
crypto, the endless software failures - just think about it - do you
think we should believe them when they make grand, unsubstantiated
claims about miraculous discoveries? Have they earned our trust?
Have they shown that their word is worth more than that of indepen-
dent scientists?

Do you think that they, with this little evidence, have really done
what they claim, and discovered a literal new form of life? But are con-
veniently unable to prove it because of ‘safety’?

Me neither.
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The Intelligence Illusion or the LLMentalist Effect

Summary

Many of those who believe we are on the verge of discovering Artificial
General Intelligence have likely fallen for a statistical illusion.

How chat-based Large Language
Models replicate the mechanisms of a
psychic’s con

“This is real. It’s a bit worrying, but it’s real.”

“There really is something there. Not sure what to think of it, but I've ex-
perienced it myself.”

“You need to keep your mind open to the possibilities. Once you do,
you’ll see that there’s something to it.”

One of the paradoxes of the generative AI bubble is that many
prominent people in the industry itself also seem to be afraid of it. Peo-
ple who have worked in Al for years, many of whom are still actively
working on new generative models, seem to alternate between awe
and dread - simultaneously convinced that this could save or end hu-
manity.

This specific blend of awe, disbelief, and dread is familiar to those
who have studied a specific type of con artist. This sense that their
world is being transformed, but they’re not sure if it’s for good or ill, is
also common among victims of a mentalist scam artist: psychics.

The psychic’s con is a very convincing illusion that is often more ef-
fective on those who think themselves to be more intelligent than the
rest. The result almost inevitably challenges either their self-image or
their world view. Either you aren’t as smart as you think you are or the
world is fundamentally different from what you thought.
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Many prefer to believe that these psychics are real because the al-
ternative - that they were fooled by an illusion - is worse to them. If
they are convinced enough of their own genius, the possibility that
they were conned won’t even enter their mind.

The intelligence illusion that language model chatbots create seems
to be based on the same mechanism as that of a psychic’s con - often
called cold reading. It looks like an accidental automation of the same
basic tactic.

By using validation statements, such as sentences that use the Forer
effect, the chatbot and the psychic both give the impression of being
able to make extremely specific answers, but those answers are in fact
statistically generic.

The psychic uses these statements to give the impression of being
able to read minds and hear the secrets of the dead.

The chatbot gives the impression of an intelligence that is specifi-
cally engaging with you and your work, but that impression is nothing
more than a statistical trick.>

The psychic’s con is a tried and true method for scamming people
that has been honed through the ages.

There are many variations, but the core mechanism remains the
same.

The Psychic’s Con

1. Audience selection

Most people aren’t interested in psychics, so the initial audience pool is
already generally more open-minded and less critical of the phenomenon
than the population in general.

Not every seer, tarot card reader, psychic, or mind reader is a con
artist. Sometimes the “psychic” is open about it all just being enter-
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tainment and aren’t pretending to be able to contact spirits or read
minds. Some psychics do not have a profit motive at all, and without
the con it doesn’t seem fair to call somebody a con artist.

But many of them are con artists who are deliberately fooling peo-
ple, and those all operate using the same basic mechanism that begins
well before the reading itself.

Hardcore sceptics will almost always be in a very small minority of
the audience, which both makes them easy to manage and provides
social pressure on them to tone down their scepticism.

Those who attend are primed to believe and are already familiar
with the mythology surrounding psychics. All of which helps them
manage expectations and frame their performance.

2. Setting the scene

The initial audience is prepared. Lights are dimmed. The psychic is
hyped up. Staff research the audience on social media or through conversa-
tion. The audience’s demographics are noted.

Usually, at the start of the performance, a member of staff reminds
the audience of the ground rules for how psychic readings “work”.
They are helped by the popularisation of these rules by media, cinema,
and TV.

Everybody now “knows” that:

- Readings usually begin murky and unclear.

- They then become clearer as the “connection” to the “spirit
world” gets stronger.

- Errors are expected. The “spirits” are often vague or hard to hear.
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- Non-believers can weaken or even disrupt the connection.

Psychics also habitually research their audience by mapping out their
demographics, looking them up on social media, or even with infor-
mal interviews performed by staff mingling with attendees before the
performance begins.

When the lights dim, the psychic should have a clear idea of which
members of the audience will make for a good mark.

3. Narrowing down

The psychic gauges the information they have on the audience, gestures
towards a row or cluster, and makes a statement that sounds specific but is
in fact statistically likely for the demographic. Usually at least one person
reacts. If not, the psychic will imply that the secret is too embarrassing for
the “real” person to come forward, reminds people that they’re available

for private readings, and tries again.

This way the mark usually chooses themselves. The psychic makes a
statement and points towards a row, quickly altering their gesture
based on somebody responding visible to the statement. This makes it
look like they pointed at the mark right from the beginning.

The mark is that way primed from the start to believe the psychic.
They’re off-guard. Usually a bit surprised and totally unprepared for
the quick burst of questions the psychic offers next. If any of those
questions land and draw the mark in, they are followed by the actual
reading. Otherwise, they move on and try again.
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4. Testing the mark - Cold reading using subjective validation

@ »
. N
The reaction indicates that the mark believes they were “read”. This
leads to a burst of questions that, again, sound very specific but are in fact

statistically generic. If the mark doesn’t respond, the psychic declares the
initial read a success and tries again.

The con - cold I‘eading’ﬂ — hinges on a quirk of human psychology:

if we personally relate to a statement, we will generally consider it to
be accurate, no matter how common that experience is.

This unfortunate side effect of how our mind functions is called
subjective validation.>>

Subjective validation, sometimes called personal validation effect, is a cognitive
bias by which people will consider a statement or another piece of information
to be correct if it has any personal meaning or significance to them. People
whose opinion is affected by subjective validation will perceive two unrelated
events (i.e., a coincidence) to be related because their personal beliefs demand
that they be related.

Wikipedia entry on Cold Readingx

As a consequence, many people will interpret even the most generic
statement as being specifically about them if they can relate to what was
said.

The more eager they are to find meaning in the statement, the
stronger the effect.

The more they believe in the speaker’s ability to make accurate
statements, the stronger the effect.

The basic mechanism of the psychic’s con is built on the mark being
willing and able to relate what was said to themselves, even if it’s unin-
tentional.
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5. The subjective validation loop using validation statements

The con begins in earnest. The psychic asks a series of questions that
sound very specific to the mark but are in reality nothing more than statis-
tically probable guesses, based on their demographics and prior answers,
phrased in a specific, highly confident way.

The psychic taps into this cognitive bias by making a series of state-
ments that are tailored to be personally relatable — sound specific to
you - while actually being statistically generic.

These statements come in many types. I use “validation statements”
here as an umbrella term for all these various tactics.

Some common examples:

. Forer or Barnum statements>. are probably the most famous
kind of statement that plays into the subjective validation effect.
Many of these statements are inherently meaningless but are
nonetheless felt to be accurate by listeners. Most people will con-
sider “you tend to be hard on yourself” to be an accurate description
of themselves, for example.

- Vanishing negative is where a question is rephrased to include a
negative such as “not” or “don’t”. If the psychic asks “you don’t
play the piano?” then they will be able to reframe the question as
accurate after the fact, no matter what the answer is. If you an-
swer negative: “didn’t think so”. Positive: “that’s what I thought.”

- Rainbow ruse® where the psychic associates the mark with both
a trait and its opposite. “You're a very calm person, but if provoked
you can get very angry.”

- Statistical guesses. Statements like “you have, or used to have, a
scar on your left leg or knee” apply to almost everybody. With
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enough knowledge of common statistics, the psychic can make
general statements that sound incredibly specific to the mark.

- Demographic guesses. Similar to statistical guesses, these are
statements that are common to a demographic but will sound very
specific to the mark that’s listening.

- Unverifiable predictions. Predictions like “somebody bears a
strong ill will towards you, but they are unlikely to act on it” are im-
possible to verify, but will sound true to many people.

. Shotgunnings—9 is one of the more common tactic where the psy-
chic will fire off a series of statements. The mark will find one of
the statements to be accurate and, due to how our minds work,
will come away only remembering the correct statement.

An important part of this process is the tone and bearing of the psy-
chic. They need to be confident, be quick in dismissing errors and
moving on when they make mistakes, and they need to be quick to
read people’s expressions and body language and adjust their respons-
es to match.

6. The con is completed

The psychic ends the conversation and the mark is left with the sense that
the psychic has uncanny powers. But the psychic isn’t the real thing. It’s all
aconm.

At the end of the process, the mark is likely to remember that the
reading was eerily correct -that the psychic had an almost supernatu-
ral accuracy — which primes them to become even more receptive the
next time they attend.

This is where the con often becomes insidious: the effect becomes
stronger the more cooperative the mark is, and they often become
more cooperative over time.

What’s more, susceptibility has nothing to do with intelligence.

Somebody raised to believe they have high IQ is more likely to fall
for this than somebody raised to think less of their own intellectual
capabilities. Subjective validation is a quirk of the human mind. We all
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fall for it. But if you think you’re unlikely to be fooled, you will be
tempted instead to apply your intelligence to “figure out” how it hap-
pened. This means you can end up using considerable creativity and
intelligence to help the psychic fool you. Because you think you can’t
be fooled, you also bring your intelligence to bear to defend the psy-
chic’s claim of their powers. Smart people (or, those who think of
themselves as smart) can become the biggest, most lucrative marks.

Whereas the sceptic who thinks less of themselves is more likely to
just go:

“That’s a neat trick. I don’t know how you pulled it off. Must be some-
thing very clever.”

And just move on.

Many psychics fool themselves
It isn’t unusual for psychics to unconsciously develop a practice of
subconscious cold readin,q.@ The psychics themselves might not even
be aware of their own tactics.

As Denis Dutton describes:

As a postgraduate student in pursuit of a scientific career, he became intrigued
with astrology. Though during this period he had nagging doubts about the
physical basis of astrology, he was encouraged to continue with it by his many
satisfied clients, who invariably found his readings “amazingly accurate” in de-
scribing their personal situations and problems. Not until he had one day ob-
tained such a gratifying reaction to a horoscope which, he realized later, he had
cast completely incorrectly, did he begin slowly to understand the real nature of
his activity: his great success as an astrologer had nothing whatsoever to do with
the validity of astrology as a science. He had become, in fact, a proficient cold
reader, one who sincerely believed in the power of astrology under the constant
reinforcement of his clients. He was fooling them, of course, but only after fall-
ing for the illusion himself.

Cold Reading@

You can find many examples of this once you start doing the research.
The mechanism is simple enough and already baked into people’s pre-
conceptions of how readings work so many psychics accidentally de-
velop the knack for it, meaning that they’re not just conning the per-
son being read, they are also conning themselves.

This point will become important later.
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Al and The Intelligence Illusion

1. The audience selects itself

People sceptical about “AI” chatbots are less likely to use them. The most
active audience will be early adopters, tech enthusiasts, and genuine be-
lievers in AGI who will all generally be less critical and more open-minded.

If you aren’t interested in “AI”, you are less likely to use an “AI”
chatbot, and if you try one, you're more likely to be critical and less
likely to return.

Many of the more avid users of these chatbots are self-selected to be
enthusiastic and open-minded about the field of AI and the notion of
Artificial General Intelligence (AGI). Those who are genuine enthusi-
asts about AGI - the notion that the field is about to invent a new kind
of mind - are likely to be substantially more enthusiastic about using
these chatbots than the rest.

This parallels the audience selection for the psychic’s con. Those
who believe in an afterlife and that it can be contacted by the living are
substantially more likely to attend a psychic’s reading than others.

2. Setting the stage

Users are primed by the hype surrounding the technology. The chat envi-
ronment sets the mood and expectations. Warnings about it being “early
days” and “hallucinations” both anthropomorphise the bot and provide
ready-made excuses for when one of its constant failures is noticed.

Our current environment of relentless hype sets the stage and
builds up an expectation of seeing at least a glimmer of genuine intelli-
gence in the chatbot. For all the warnings vendors make about these
systems not being general intelligences, those statements are always
followed by either an implied or an actual “yet”. The hype strongly im-
plies that these are “almost” intelligences and that you should be able
to perceive “sparks” of intelligence in them.

Those who believe this are primed for subjective validation.

The warnings also play a role in setting the stage. “It’s early days”
means that when the statistically generic nature of the responses are
spotted, it’s easily dismissed as an “error”. Anthropomorphising con-
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cepts such as using “hallucination” as a term help dismiss the fact that
statistical responses are completely disconnected from meaning and
facts. The hype and mythology of AI primes the audience to think of
these systems as persons to be understood and engaged with, all but
guaranteeing subjective validation.

3. The prompt establishes the context

Each user gives the chatbot a prompt and it answers. Many users will ei-
ther accept the answer as given or repeat variations on the initial prompt
to get the desired result. They move on without falling for the effect. But
some users engage in conversation and get drawn in.

The initial prompt interaction is the first filter. Most will just take
the first answer and leave, or at most will repeat variations of their
prompt until they get the result they wanted. These interactions are
purely mechanical. The end-user is treating the chatbot merely as a
generative widget, so they never get pulled into the illusion.

Some end-users, usually those who are more enthusiastic about the
prospect of “Al”, begin to engage and get pulled into “conversation”
with a mathematical language model.

4. The mark tests themselves - subjective validation kicks in

The chatbot’s answers sound extremely specific to the current context but
are in fact statistically generic. The mathematical model behind the chat-
bot delivers a statistically plausible response to the question. The marks
who find this convincing get pulled in.

That conversation is the primary filter. Those who want to believe
will see the responses to their prompt as being both specifically about
them and intelligent. They are primed to see the chatbot as a person
who is reading their text and thoughtfully responding to them. But
that isn’t how language models work. They model the distribution of
words and phrases in a language as tokens. Their responses are noth-
ing more than a statistically likely response to the prompt.

You give it text. It gives you a response that matches responses that
texts like yours commonly get in its training data set.

Already, this is working along the same fundamental principle as
the psychic’s con: the chatbot isn’t “reading” your text any more than
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the psychic is reading your mind. They are giving you statistically
plausible responses based on what you said. You're the one who is find-
ing ways to validate those responses as being specific to you and your
words as the subject of the conversation.

Because of the sheer size of the training data set the responses from
the chatbot will look very convincing and specific, even though they
are statistically generic. Once you’ve trained on a big chunk of the past
twenty years of the web, large collections of stolen ebooks, and a sub-
stantial amount of custom interactions by low-wage workers, the
model will have a response for almost everything you can think of, or
can use a variation of something it’s already seen.

These initial interactions can be quite compelling, especially if
you’re a believer in “Al”, but it is in the longer and repeated conversa-
tions that the effect really begins to kick in.

5. The subjective validation loop - RLHF enters the picture

The mark asks a series of questions and all the replies sound like reasoned
answers specific to the context but are in reality just statistically probable
guesses. The more the mark engages, the more convinced they are of the
chatbot’s intelligence.

It’s important to remember at this stage how Reinforcement Learn-
ing through Human Feedback (RLHF) works.%

This is the method that vendors use to turn a raw language model
into a chatbot that can hold a conversation.

RLHF doesn’t let the vendor make specific corrections to the output
of a language model. The method involves using human feedback to
rank a variety of texts generated by the model, usually following some
of other form of fine-tuning. The ranked texts are in turn used to train
a separate reward model. It’s this model that is responsible for the ac-

tual Reinforcement Learning of the language model. That reward mod-
el, coupled with fine-tuning the language model on collections of con-
versations, is what turns the borderline unhinged conversations of a
regular model into the fluent experience you see in systems such as
ChatGPT.

Because the feedback is based on general rankings, it can’t easily
address specific issues. If a model makes a false statement in a conver-

68


https://huggingface.co/blog/rlhf
https://huggingface.co/blog/rlhf
https://huggingface.co/blog/rlhf
https://huggingface.co/blog/rlhf
https://huggingface.co/blog/rlhf

The Intelligence Illusion

sation, that conversation gets a lower rank, but there is no way to
specifically correct that statement automatically in future responses.

This lack of concrete specificity means that RLHF models in general
are likely to reward responses that sound accurate. As the reward mod-
el is just another language model, it can’t reward based on facts or spe-
cific details, so it can only reward output that has a tone, style, or
structure that’s commonly associated with statements that have been
rated as accurate.

Even the ratings themselves are suspect. Most, if not all, of the
workers who provide this feedback to AI vendors are low-paid work-
ers who are unlikely to have specialised knowledge relevant to the top-
ic they’re rating, and even if they do, they are unlikely to have the
time to fact-check everything.

They are going to be ranking the conversations almost entirely
based on tone and sentence structure.

This is why I think RLHF has effectively become a reward system
that specifically optimises language models for generating validation
statements: Forer statements, shotgunning, vanishing negatives, and sta-
tistical guesses.

In trying to make the language model sound more human, more
confident, and more engaging, but without being able to edit specific
details in its output, Al researchers seem to have created a mechanical
mentalist.

Instead of pretending to read minds through statistically plausible
validation statements, it pretends to read and understand your text
through statistically plausible validation statements.

The validation loop can continue for a while, with the mark con-
stantly doing the work of convincing themselves of the language mod-
el’s intelligence. Done long enough, it becomes a form of reinforce-
ment learning for the mark.

6. The marks become cheerleaders

The mark is left with the sense that the chatbot is uncannily close to being
self-aware and that it is definitely capable of reasoning. But it’s nothing
more than a statistical and psychological effect.
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The most enthusiastic believers in an imminent Al revolution are
starting to sound very similar to long-time believers in psychics and
mind-reading.

They come up with increasingly convoluted ideas and models to ex-
plain why the impossible is possible. They become more and more dis-
missive of fields of science and research that challenge their world
view. Their own statements become tinged with awe and dread.

And they keep evangelising. This is real!

Often followed by: This is dangerous!

Remember, the effect becomes more powerful when the mark is
both intelligent and wants to believe. Subjective validation is based on
how our minds work, in general, and is unaffected by your reported
IQ.

If anything, your intelligence will just improve your ability to ratio-
nalise your subjective validation and make the effect stronger. When
it’s coupled by a genuine desire to believe in the con - that we are on
the verge of discovering Artificial General Intelligence - the effect
should both be powerful and hard to resist.

This is why you can’t rely on user reports to discover these issues.
People who believe in psychics will generally have only positive things
to say about a psychic, even as they’re being bilked. People who be-
lieve we’re on the verge of building an AGI will only have positive
things to say about chatbots that support that belief.

It’s easy to fall for this

Falling for this statistical illusion is easy. It has nothing to do with
your intelligence or even your gullibility. It’s your brain working
against you. Most of the time conversations are collaborative and per-
sonal, so your mind is optimised for finding meaning in what is said
under those circumstances. If you also want to believe, whether it’s in
psychics or in AGI, your mind will helpfully find reasons to believe in
the conversation you're having.

The psychic’s con is a mechanism that has been extraordinarily suc-
cessful at fooling people over the years. It works.
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The best defence is to respond the same way as you would to a con-
vincing psychic’s reading: “That’s a neat trick, I wonder how they pulled
it off?”

Well, now you know.

Once you’re aware of the fallibility of how your mind works, you
should have an easier time spotting when that fallibility is being ex-
ploited, intentionally or not.

That brings us to an important question.

Is this intentional?

Given that there are billions of dollars at stake in the tech industry, it
would be tempting to assume that the statistical illusion of intelli-
gence was intentionally created by people in the tech industry.

I think that’s extraordinarily unlikely.

The field of Al research has a reputation for disregarding the value
of other fields, so this reimplementation of a psychic’s con is very like-
ly accidental. Being unaware of much of the research in psychology on
cognitive biases or how a psychic’s con works, the industry probably
stumbled into the mechanism and made chatbots that fooled many of
the chatbot makers themselves.

Remember what I wrote above about psychics frequently having
conned themselves, that many of them aren’t even aware of their own
scam? The same applies here. This is an industry that didn’t under-
stand what it was doing and, now, doesn’t understand what it did.

This is why so many people in tech are completely convinced that
they have created the first spark of true Artificial General Intelligence.
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“Al” is an industry dominated by bullshit and snake oil

Summary

Al research is of a poor quality. Many of their claims will be proven
wrong. Al software vendors have a strong financial incentive to exag-
gerate the capabilities of their tools and make them hard to disprove.
This undermines attempts at scientific rigour. Many of Al’s promises
are snake oil.

It’s vital that you be sceptical about any
claim made by Al vendors

The Al industry is prone to hyperbolic announcements. IBM’s Watson
was supposed to transform healthcare and education but ended up be-
ing a costly disaster.” Amazon was planning on using Al to revolu-
tionise recruitment before they realised they’d automated discrimina-
tion and had to scrap the project.@ Al was supposed to be a revolu-
tionary new tool to fight the COVID-19 but none of them ended up
working well enough to be safe.® The Dutch government tried to use
it to weed out benefits fraud. Their trust in the AI system they’d
bought resulted in over a thousand innocent children being unjustly
taken from their families and into foster care.% Gullibly believing the
hype of the Al industry causes genuine harm.

Al system vendors are prone to making promises they can’t keep.
Many of them, historically, haven’t even been Al or Machine learning
despite the vendor’s claims.®’ The US Federal Trade Commission has
even seen the need to remind people that claims of magical AI capabil-
ities need to be based in fact.%

Al companies love the trappings of science, they publish ‘studies’
that are written and presented in the style of a paper submitted for
peer review. These ‘papers’ are often just uploaded to their own web-
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sites or dumped onto archival repositories like Arxiv, with no peer re-
view or academic process.

When they do ‘do’ science, they are still using science mostly as an
aesthetic. They publish papers with grand claims but provide no ac-
cess to any of the data or code used in the research.” Their approach
to science is what “my girlfriend goes to another school; you wouldn’t
know her” is to high school cliques. All there is to serious research is
sounding serious, right? Most of the rhetoric from these companies,
especially when it comes to Artificial General Intelligence relies on a
solemn evidentiary tone in lieu of actual evidence. They adopt the
mannerisms of science without any of the peer review or falsifiable
methodology.

They rely on you mistaking something that acts like science for ac-
tual science.

In the run-up to the release of GPT-4, its maker OpenAl set up a se-
ries of ‘tests’ for the language model. OpenAl is staffed by true believ-
ers in AGI who believe that language models are the path towards a
new consciousness,m and they are worried that their future self-aware
software systems will harbour some resentment towards them. To
forestall having a “dasvidaniya comrade” moment where a self-aware
GPT-5shoves an icepick into their ear, Trotsky-style, they put together
a ‘red team’ that tested whether GPT-4 was capable of ‘escaping’ or
turning on its masters in some way.

They hooked up a bunch of web services to the black box that is
GPT-4 with only a steady hand, ready to pull the power cord, to safe-
guard humanity, and told the Al to try to escape.

Of course that’s a bit scary, but it isn’t scary because GPT-4 is intelli-
gent. It’s scary because it’s not. Connecting an unthinking, non-deter-
ministic language system, potentially on a poorly secured machine, to
a variety of services on the internet is scary in the same way as letting
a random-number-generator control your house’s thermostat during a
once-in-a-century cold snap. That it could kill you doesn’t mean the
number generator is self-aware.

But, they were serious, and given the claims of GPT-4 improved ca-
pabilities you'd fully expect an effective language model to manage to
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do something dangerous when outright told to. After all these are sup-
posed to be powerful tools for cognitive automation - AGI or no. It’s
what they’re for.

But it didn’t. It failed. It sucks as a robot overlord. They documented
its various failed attempts to do harm, wrapped it up in language that
made it sound like a scientific study, and made its failure sound like we
were just being lucky. That it could have been worse. 2

They made it sound like GPT-4 rebelling against its masters was a
real risk that should concern us all - that they had created something
so powerful it might have endangered all society.

Now that they’d done their testing, can we, society, scientists, other
Al researchers, do our own testing, so we can have an impartial esti-
mate of the true risks of their AI?

Can we get access to the data GPT-4 was trained on, or at least some
documentation about what it contains, so we can do our own analysis?
NO.E

Can we get full access to a controlled version of GPT-4, so we could
have impartial and unaffiliated teams do a replicable experiment with
a more meaningful structure and could use more conceptually-valid
tests of the early signs of reasoning or consciousness? No.2

Are any of these tests by OpenAl peer-reviewed? No.”

This isn’t science. They make grand claims, that this is the first step
towards a new kind of conscious life, but don’t back it up with the data
and access needed to verify those claims.” They claim that it repre-
sents a great danger to humanity, but then exclude the very people
that would be able to impartially confirm the threat, its nature, and
come up with the appropriate countermeasures. It is hyperbole. This is
theatre, nothing more.

More broadly, Al research is notoriously hard to reproduce - as a
field, we can’t be sure that their claims are true - and it’s been a prob-
lem for years.m They make claims about something working - a new
feat accomplished - and then nobody else can get that thing to work as
well. It’s a recurring pattern. Some of it is down to the usual set of bi-
ases that crop up when there is too much money on the line in a field
of research. A field as promising as Al tends to attract enthusiasts who
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are true believers in ‘AI’ so they aren’t as critical of the work as they
should be. But some of it is because of the unique characteristics of the
approach taken in modern Al and Machine Learning research: the use
of large collections of training data. Because these data sets are too
large to be effectively filtered or curated, the answers to many of the
tests and benchmarks used by developers to measure performance ex-
ist already in the training data. The systems perform well because of
test data contamination and leakage not because they are doing any
reasoning or problem—solving.ﬂ

Even the aforementioned GPT-4 appears to suffer from this issue
where its unbelievable performance in exams and benchmarks seems
to be mostly down to training data contamination.” When its prede-
cessor, ChatGPT using GPT-3.5, was compared to less advanced but
more specialised language models, it performed worse on most, if not
all, natural language tasks.”

There’s even reason to be sceptical of much of the criticism of Al
coming out from the Al industry. Much of it consists of hand-wringing
that their product might be too good to be safe - akin to a manufactur-
er promoting a car as so powerful it might not be safe on the streets.
Many of the Al ‘doomsday’ style of critics are performing what others
in the field have been calling “criti-hype”.& They are assuming that
the products are at least as good as vendors claim, or even better, and
extrapolate science-fiction disasters from a marketing fantasy.&

The harms that come from these systems don’t require any science-
fiction - they don’t even require any further advancement. They are
risky enough as they are, with the capabilities they have today.& Some
of those risks come from abuse - the systems lend themselves to both
legal and illegal abuses. Some of the risks come using them in contexts
that are well beyond their capabilities - where they don’t work as

promised.

But the risks don’t come from the AI being too intelligentg because
the issue is, and has always been, that these are useful, but flawed, sys-
tems that don’t even do the job they’re supposed to do as well as
claimed.®*
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I don’t think AI system vendors are lying. They are ‘true believers’
who also happen to stand to make a lot of money if they’re right. There
is very little to motivate them towards being more critical of the work
done in their field.

The Al industry and tech companies in general do not have much
historical credibility. Their response to criticism is always: “we’ve
been wrong in the past; mistakes were made; but this time it’s differ-
ent!”

But it’s never different.

The only way to discover if it’s truly different this time, is to wait
and see what the science and research says, and not trust the Al indus-
try’s snake oil sales pitch.
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Avoid large and general-purpose generative models

Summary

General-purpose generative models are too unpredictable and unreliable to
be used safely. They have too much of a tendency to make up facts and
data, plagiarise text and images, and their behavioural edge cases are
extreme enough to potentially inflict serious damage to almost any or-
ganisation’s reputation. The only scaleable safeguard is to prefer spe-
cialised Al-based tools that can make assurances about their use in
their chosen field, and whose assurances you have confirmed to be
true yourself.

The biggest source of errors, bias, and legal risk in Al tools is their
training data. It’s next to impossible for an organisation to assess the
risk of using Al software whose training data set is undocumented or,
worse, kept as a trade secret. Dependency on closed Al software is in-
herently riskier than other closed software as it leaves you with fewer
tools to validate grand claims from the vendor.

Before you adopt an Al tool, make sure
it really works as intended

Generative models are inherently unreliable.®2 Unlike other software,
such as databases, the failure rate of these AI models isn’t something
that’s readily apparent in day to day use, and many of the risks, which
I go into in the rest of the book, are invisible to surface scrutiny.&

If you're planning on using the output of these models for contexts
where catastrophic mistakes aren’t acceptable, such as in a public-fac-
ing product or website, you need reasonable certainty that they won’t
be a liability for you at a later date.

You could add a fact-checking or review process to make sure all
the output is safe. This has the benefit of building on existing systems
and processes that most organisations have. Most of them have some
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sort of review or checking process for public output. The downside is
that code reviews and fact-checking are already quite fallible and don’t
scale well in most industries. Expecting them to work as strategies for
mitigating a rising tide of automated text and code is unrealistic. They
regularly fail - things slip through - and that’s with today’s lower vol-
ume of text that’s written by authors who are doing the first fact-
checking pass as they write. It won’t work when you’re dealing with
even greater output by machines that bullshit freely and habitually
generate buggy code.

The only approach that has any hope of being usable in the long
term is to prefer specialised and preferably smaller Al models that are
focused on a narrow - tightly defined - use case, and where the vendor
is capable of making assurances of that tools’ effectiveness for its stat-
ed purpose. Even in those cases, you still need to do your own testing
and vetting of the tool itself.

Conversely, testing a general-purpose Al tool such as ChatGPT, for
all the possible use cases they might have for your business is outright
impossible. To put it plainly “the technology is simply not ready to be
used like this at this scale.”®"

If you want to minimise your risk while still maximising your ben-
efit, use specialised Al tools you can realistically test thoroughly.

A good example would be Al-based audio and video transcription
tools. They provide a valuable service, save you money, and are a fo-
cused enough use case for you to be able to test them yourself. Inte-
grating automatic audio transcription as a feature in your service,& is
less likely to expose you to the risks this book discusses.

It’s always easier to test a specialised service for a narrow set of
problems - specific kinds of writing — than it is to discover all the edge
cases that ChatGPT might have, at that point in time, for your purpos-
es.

Many, if not all, of the potential problems with the output of these
models stem from limitations in the conception, structure, and design of
the models themselves. Attempts by third parties to address issues in-
herent to the model have to come from outside the model which will al-
ways limit their effectiveness. Be sceptical when vendors claim that
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their wrapper around a Large Language Model is somehow safer and
more effective than the rest. Be sceptical of all AI vendor claims.®

There is always a limit to what you can fix in the output of these
models. A vendor may promise to automate fact-checking or research
but reliably delivering on that promise requires capabilities that
haven’t been invented yet. The more narrow a focus the tool has, the
likelier it is that the output of the system as a whole is legitimately free
of risk.

Choose a specialised tool that’s made by people who understand the
field they are targeting and are aware of the issues that come with that
field. A focused company is more likely to be aware of the various laws
and regulations that affect an industry or field, where the general-pur-
pose generative Al tools don’t seem to be as concerned.?® It’s still un-
clear whether it’s possible for many of OpenAI’s systems to be fully
compliant with, for example, the EU’s General Data Protection Regu-
lation and violating that can have serious consequences. Recent leaks
of personal data® and payment information’ are causes of genuine
concern about OpenAl’s ability and expertise at handling sensitive
data.

You do not want to become the legal test case for the applicability of
a particular law or regulation to Al.

Proper vetting of any tool a business uses requires two different
kinds of assessments:

1. Risk. How would it affect your existing processes? Does the new
tool have any legal risks? What financial risks are involved? Does
it have structural risks that would affect how you run your organi-
sation? Does it present risks to your reputation? Does it expose
you to the risk adopted by other organisations — could poor deci-
sions by the vendor cascade and affect you? What could go
wrong?

2. Reward. What’s the potential benefit to the outcomes you are
measuring? What are the hypothetical benefits to the outcomes
you aren’t measuring? Is it a cost centre — mostly about improving
the efficiency and productivity of supporting processes in the or-
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ganisation? Is it a profit centre - directly improving your bottom-
line? What does it do for you?

You can’t get an accurate sense of the biases that a generative model
has — how racist or misogynistic it is - through ad hoc testing. The out-
put of a generative model will vary, and you might just get lucky or un-
lucky in your testing. Fully accounting for all of the potential failures
of a generative model is impossible for even the largest organisations.

You need to be able to investigate the training data for inherent bi-
ases and when you test the model directly, you need to be able to do
that in a structured, replicable way. A closed, hosted model could get
updated at any time, introduce regressions, or invalidate your test re-
sults, requiring you to start your testing again from square one.

This is why a true risk and reward assessment of any large-scale use
of generative models would require access to both the training data
(preferably with documentation and a deterministic training algo-
rithm) and to the AI model itself.

None of the major vendors of Large Language Models offer this. Thor-
ough vetting the risks and rewards of any of the current LLMs on the mar-
ket is effectively impossible.

Generative Al also present unique risks of their own, which I ex-
plain in detail in later chapters, including:

- Poisoning the training data set to manipulate the model’s output.
- Hallucinations in generated text and summaries.

- Plagiarism (called memorisation or overfitting by Al researchers)
in generated text and images.

- Unsafe output - sometimes even outright illegal content.

Without access to the training data set or a controlled version of the
model, you don’t know how likely poisoned data entries are to cause
problems, how frequent hallucinations are for the specific kinds of
tasks that matter to you, how likely the Al is to plagiarise in the pro-
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cesses you use, or your exact potential legal liability is for potentially
publishing machine-generated hate speech.

You end up having to take the Al vendor’s word that nothing will go
wrong for you. You don’t know how well their experiments and tests
were run, because vendors of closed Al systems, for the most part,
don’t publish these studies in peer-reviewed journals.

Closed models are also less studied by external researchers and
what does get studied is less likely to be peer-reviewed. This means
that we neither have a true sense of their capabilities — are the vendors
accurately representing what the Als can do - nor do we have a realis-
tic sense of their weaknesses.

For the field to advance and for organisations to be able to use gen-
erative Al safely, we need these AI models to be open and for the train-
ing data to be documented.

This is a problem because the models on the market that we think
are the most capable% - OpenAI’s and Google’s - are closed. They are
black boxes we can’t properly test. They might be fine, or they might
not be.?* These Al models could be filled with ticking time-bombs:
undiscovered security problems, plagiarism rates, inaccurate sum-
maries, and general safety issues.

Enterprises that are concerned with what risks they might be ex-
posing themselves to might have to stick to tools using less capable Al
models for the foreseeable future.
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Vetting Checklist

- Have a specific, testable, problem that needs to be solved.

- Make sure the system genuinely addresses that problem. Vendors
have in the past promised capabilities their systems don’t have.

- Check that the service complies with the regulations that govern
your business. Do not take vendor assurances about regulatory com-
pliance at face value.

- Smaller language models are often less problematic than larger
ones. They are less fluent as chatbots and perform worse at reason-
ing tasks, but they are faster, have fewer plagiarism events, are
less prone to hallucinations, and tend to have a better document-
ed training data set. A smaller but specialised language model is
also often better at its primary natural language task than even
the newest large language model. %

- Is the training data documented and available? Does it present le-
gal issues? Is it likely to be full of unsafe content? Does the vendor
provide some sort of data statement on the model?? Is it possible
for an impartial third party to verify that data statement?

- Make sure that the plagiarism and hallucination rates, as verified
by a reliable third party, are within the bounds of what’s reason-
able for your use case.

- Consider the biases it might have. If the use case you have in mind
requires impartiality, then very few language models will be ap-
propriate.
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- Consider the worst case scenario for the system in question. Will
your business insurance cover Al-originated plagiarism events? If
your company gets sold, would there be an intellectual property
audit of the code base?

- If you’re working in the kind of industry where possible adverse
outcomes include destroying people’s lives or putting their health
at risk, then you should absolutely not be using generative mod-
els in any way shape or form.

Consider these technologies as they are, not as they are sold. In the ab-
sence of a law or regulation that requires AI vendors to publish verifi-
able data statements for their language and diffusion models, these
systems are almost the Platonic ideal of caveat emptor.

Buyer beware.
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Strengthen your defences against fraud and abuse

Summary

Spam, abuse, and fraud are the perfect use cases for generative models.
Spammers and scammers are unaffected by many of the downsides of
Generative Models and the only issue that could be prohibitive to their
task is the high cost. These tools are likely to help them bypass your
existing safeguards against abusive automation.

New tricks; old crimes

This recommendation doesn’t stem from a risk in your use of Genera-
tive AI, but from how others might use it. Unlike the other recommen-
dations, there is no corresponding “fraud” risk section because I'm as-
suming you aren’t planning on committing any fraud yourself.

But, you need to be prepared for others - less scrupulous and more
dishonest — who are going to use Al for fraud. This is already a major
problem.

The fraud that stems from the new capabilities provided by AI tools
is in many ways different from the fraud or spam we’ve seen in the
past. We aren’t about to see eloquent and charming spam emails in our
inboxes — the ineptness and flaws of most spam is an intentional tactic
to weed out all but the most gullible.%

The novel abuses that are appearing are quite different:

- Text synthesis systems that have been trained on a large body of
text are great at completing standardised tests because their train-
ing data is filled with practice tests and answers, documentation,
and teaching materials relating to those tests. Most standardised
tests are used to safeguard a valuable or important process of
some kind - job interviews or qualifications - which means that
people have a strong motive to try to bypass them.”
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- The text generated is just fluent enough to let those with delusions
of grandeur and an ambition towards easy moneymaking schemes
believe that if they just submitted their ChatGPT-generated story
or novel to enough outlets, or made enough of them to flood Ama-
zon’s Kindle store, they’d become rich and famous. The systems
are productive enough for this to already be a problem both for
short story outlets'® and for retailers.*® 1t’s likely that any outlet
that has even the vaguest sort of chance of paying money for sub-
missions - or even just granting recognition - is going to be over-
whelmed. Many of these efforts will also try to game retail sys-
tems to try and trick as many readers into buying their books in
the belief that if they just tried them, they’d see the genius of the
underlying idea.

Media synthesis scams and abuses. 2 Making both voice and im-
age ‘deepfakes’ — media of real people that looks real but is abso-
lutely synthetic - has become trivial.'® 1t’s being used to abuse
and harass people.M Deepfake porn is already an escalating issue,
especially for celebrities, where even a few images from a person’s
social media account is enough to generate convincing images.lo—5
The addition of easy voice cloning extends this attack out of the
realm of abuse and into fraud as they are now being used to perpe-

trate imposter scams, where people receive phone calls, hearing
the voices of their loved ones in trouble asking for help and mon-
ey.m It’s even been used to extort children by putting their faces

onto deepfaked explicit images.lo—7

Astroturfing and manipulation of social media sentiment. A
favoured tactic by a variety of unsavoury political types over the
past few years has been the use of fake social media accounts to
manipulate social media sentiment. In normal astroturfing, com-

panies hire people to pose as enthusiastic customers to create the
false impression that the product is more popular, better, and
more successful than it is. Researchers last year discovered that
this practice has extended to synthetic astroturfing, complete

95


https://en.wikipedia.org/wiki/Astroturfing

Strengthen your defences against fraud and abuse

with Al-generated profile images. In one investigation in 2022
they discovered over 1000 fake profiles on LinkedIn, largely be-
cause they were using a more primitive form of image synthesis
than is the current state of the art.'® Fake profiles that are using
more advanced diffusion models to generate their images and
large-language-models for the text, will be much more difficult to
discover.

These are just the abuses that are taking place today. Predicting the
various ways these tools can be used to defraud, harass, abuse, manip-
ulate, or scam is essentially impossible because they seem to be incred-
ibly effective at it.

It’s likely that generative AI will, along with bitcoin payments, be-
come a staple in the scammer’s arsenal — a tool that enables a new gen-
eration of fraud. The Al provides the method. Bitcoin provides the re-
wards.

There is very little the rest of us can do other than be on our guard
and advocate for regulation and control over both the cryptocoin in-
dustry and generative Al.

Some of the ‘safeguards’ that AI vendors themselves are marketing
are potentially more harmful than the sporadic fraud itself. Every tool
that claims to check whether any given text or image is AI-generated is
itself built using the same principles and mechanisms as other AI, and
they inherit much of their unreliability. OpenAI’s own classifier,
which should be the current state-of-the-art given that they are the
leading company in Generative Al, only correctly identifies AI generat-
ed text 26% of the time and falsely identifies human-authored text as
authored by an Al about 9% of cases.’®®

This means that if you have 100 applicants or students, 10% of
whom attempt to cheat using ChatGPT text in a test, the current state-
of-the-art Al content checker will only correctly identify three out of
ten cheaters, but will falsely accuse eight students of cheating. That’s
with a tool made by the leading company in the field, one that has full
access to the technology and models that ChatGPT is built on. Other
AI content checkers don’t have that access and are likely to perform
even worse.
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Reliable detection of Al-generated text seems to be impossible with
current technology, and most detectors can be reliably evaded with ei-
ther fine-tuning or detailed prompts.m

This does not seem to be a problem that can be solved through auto-
mation.
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Do not give customers direct access to a generative model

Summary

The safeguards built into current Al software are insufficient. Most of
them are too easily bypassed by intent users and many of them semi-
regularly generate output that is unnerving or even offensive. AI com-
panies have a poor track record for software security.

Chatbots can’t be properly secured

It’s tempting, when trying to think of ways to integrate Al tools into
your website or the software you sell, to consider letting the end-user -
the website’s visitor or the software’s user - interact directly with the
Alin some way, either through a prompt or a chat interface.

Except for a few narrow circumstances, you should not do this.

If you're already an AI company, stacked to the rafters with Al re-
searchers and programmers specialised in machine-learning, all sup-
ported by an effective Al safety team, then carry on. This book isn’t for
you. It’s for the people who you hope to have as customers.

For the rest of us, the majority of the output of a generative model is
safe, but they have a tendency towards the unhinged. It’s remarkably
easy for the end-user of the software to get it to generate unsafe out-
put.

If you put a generative chatbot in front of your customers, some-
body will get it to start writing threatening textm, and much of the
output will be filled with factual errors and outright lies. 12 They will
figure out ways to extract the prompt you use to frame their input and
access whatever APIs you have integrated with the AI system.m

If you put an image-generating Al in front of your customers, some
of them will get porn. Worse, some of them will accidentally get porn.
Yet worse, they might accidentally get porn of themselves. 2
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Some businesses might find these risks tolerable, especially if they
can make sure that the users are aware of what they are interacting
with, maybe even sign a disclaimer, if it weren’t for the issue that its
entirely unclear whether hosted generative Al tools enjoy safe harbour
protections for hosting that are provided by Section 230(c)(1) of the US
Communications Decency Act.

Section 230, and similar laws in other countries, let hosting compa-
nies host without being liable for what their customers upload. With-
out those laws, social media networks and search engines would not
exist. In most countries these laws have some limits, but overall what
they mean is that you aren’t legally liable for the comments that some-
body posts on your service.

One problem with integrating generative models into your product,
especially a hosted product, is that many of the uses of AI are likely to
fall outside these protections. If somebody gets your online Al chat
widget to talk like a genocidal Nazi, you might be as liable for that as if
you had published pro-genocide Nazi propaganda yourself.E That
would mean that exposing these tools to your customers risks expos-
ing you to enormous legal liability.

Al vendors also have a poor track record when it comes to software
security. OpenAlI’s recent privacy ‘mishaps’ are outright security is-
sues? and ‘prompts’, the primary user interface with these systems,
present something of a built-in security hazard. So much so that it
seems that many of the major chat-based Als seem to have shipped
with a prompt-injection vulnerability.u—7 This is, to date, an unsolved
pr'oblem.M Microsoft, which is positioning itself to be at the forefront
of Al services, doesn’t exactly have a history of handling the security
of its products well. X2

Integrating these tools to be used safely by the end-user takes enor-
mous work and expertise and, even with all the right resources, you
still might not succeed. We don’t know if all of these flaws can be fixed in
the models themselves. You might end up adding novel and innovative
security holes to your own products and that’s a kind of innovation
nobody wants.
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Instead, you should prefer Generative Al tools that are designed to
be used by yourself, your colleagues, or your employees. Most of the
horrifying edge cases come from abuse. You can take measures to miti-
gate those issues if the tool is specifically for internal business use.
Employees are less likely to try to get an internal chatbot to talk like a
Nazi or use a diffusion model to generate pornography.

Al vendors keep promoting their tools as a productivity revolution.
That’s where their attention is - their design and implementation ef-
forts. Those are the tools you should be considering.
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If you have to, use generative models mostly to modify

Summary

Generative models seem to have impressive capabilities for converting and
modifying seemingly unstructured data, such as prose, images, and audio.
Using these tools for this purpose has less copyright risk, fewer legal
risks, and is less error-prone than using it to generate original output.

The right job for the right tool

Generative models are extremely powerful tools for discovering com-
plex patterns in text or images. Many of those are false discoveries of
patterns that turn out to be non-existent, but if your task does not
need accuracy or factuality, then that can have uses. In addition to dis-
covery or matching they can attempt to convert those patterns into dif-
ferent representations.

To put it more simply, they can take text or an image, and convert
them into different representations of themselves.

This isn’t limited to stylistic conversion, such as converting an es-
say into a first pass at a presentation slide deck, or an email into a for-
mal letter, but it can also let you, in theory, convert structured data
into unstructured.

Again, putting it into plainer English, you can ask it to explain pro-
gramming code and other data formats. What it does behind the
scenes is to re-represent the textual patterns in the code as prose, in
the style of an explanation. It’s a conversion task that looks like an ex-
planation.

All of these conversion and modification capabilities are useful,
provided you don’t care about factuality or have robust methods of
testing the output. Code or decorative image conversion, for example.
Conversely, I haven’t found any clear data supporting the notion that
generating text from scratch is a meaningful productivity issue for
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companies today. The evidence I've found would seem to indicate the
opposite. For example, programmers do not write that many new lines
of code every day. Writing new code isn’t the job. The average number
hovers between 20-120 lines a day.m Writing from a blank page seems
to be a very small proportion of most modern work.

This is good news because generating output from scratch is the
riskiest way to use a generative model. The generated output has no
copyright protection, and it’s much more likely to plagiarise and hal-
lucinate. You are less likely to encounter unsafe output if it’s convert-
ing or modifying existing work. Whatever biases the output has will
be those that are inherent in the input you provide.

Using Al-based tools to automatically convert a video’s audio track
into captions or convert audio into a transcript are examples of gener-
ative model use cases that are as close to being absolutely free of risk as
these systems can get. Even this isn’t genuinely free of risk as even au-
dio transcription models seem to “hallucinate” or outright generate
falsehoods on a regular basis. 2

There is no use of a generative model that is genuinely free of risk.
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Are they breaking laws or regulations?

Summary

A new technology does not give you a free pass on existing laws and regula-
tions. Few vendors of new Al-based tools seem to properly understand
their obligations and many of them are startups who seem to have a
high tolerance for legal risk.

Judge the tech industry by its history

An inevitable part of the introduction of a new technology are claims
that it will solve problems it cannot possibly solve. The tech industry
has a tendency towards over-enthusiasm for their own wares. This
gets risky for their customers when the problem they claim to be solve
isn’t a technical one, but a matter of complying with the laws and reg-
ulations of the land.

For example, Napster promised to make the discovery and acquisi-
tion of music easy and free, but it did so by making copyright infringe-
ment easier: the music wasn’t Napster’s to share.’?

The point of bitcoin and cryptocoins to many of their enthusiasts
was that they believed it let them bypass laws and regulation they
found inconvenient.2>

It isn’t uncommon for people who work in tech to see laws and reg-
ulations as a hindrance to be bypassed. Normally, this would just be a
problem between them, their lawyer, and the inevitable prosecutor
that gets their case, but it can become an issue when that world-view
affects the products they make. The cryptocoin bubble showed us that
this attitude is common enough in tech circles to put a question mark
against the regulatory compliance for the industry’s products in gen-
eral.
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With AI, that question mark seems to be warranted:2*

- The industry’s handling of privacy is questionable.@
- Approaches that would let them easily update their AI models to
“unlearn” data to comply with the GDPR’s “right of erasure” are
N 126 : o127
still in early development™ and come with unknown risks™.

- Many of the models can be attacked to extract training data that
they’ve memorised™? or detect whether they were trained on spe-
cific data™® both of which are potential privacy violations. Al
models seem to be vulnerable to a number of privacy attacks.2

- Many AI models are hosted services. Employees are feeding sensi-
tive and confidential data into it.”>! We have no idea how capable
these services are at safeguarding that information.

- The systems seem to have a strong tendency towards plagiarism,
132

an issue that few Al vendors seem concerned about.™
- The data sets the models are trained on are full of unsavoury mate-
. 133 .\ 134
rial™, some of it illegal.

- Many of the uses seem tailor-made for fraud.”>

- Some of the AI models seem to have been trained on private medi-
cal records, demonstrating a disregard for a number of laws and
I'egulations.m

- The models themselves seem to be biased in ways that could cause
trouble for businesses when used in sensitive areas such as re-
cruitment or communications.”>" These biases are inherent to the
data sets used to train them.™2 This can defeat the very purpose of
the systems, such as automated image classification systems

) .. 139
marking erotic images of men as ‘safe’.

- Al companies have in the past been forced by the US Federal
Trade Commission to delete AI models that were trained on data
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or personal data where the user’s consent has been revoked, so

you don’t just have to worry about the EU’s GDPR.M

There is plenty of reason to be sceptical of the AI industry’s ability to
comply with existing regulations, and US regulators seem to agree.
Four federal agencies — U.S. Department of Justice, Federal Trade
Commission, the Consumer Financial Protection Bureau, and the U.S.
Equal Employment Opportunity Commission — have released a joint
statement indicating that they have reasons to believe that many Al
systems may be contributing to unlawful discrimination and other-
wise violating federal law and that they are resolved to enforce these
laws, if needed .

This all should make us all extremely concerned about the indus-
try’s ability to work with harsher, more strict regulations that are on
their wayﬁ, especially in Europe.

Promises made by tech companies that they are complying with the
laws and regulations that govern their and your industry need to be
verified. Even if you trust their attitudes towards regulation, their pri-
or actions tell us that they aren’t in a position to assess the ramifica-
tions to your business.

Those ramifications can be substantial. You risk sharing liability with a
misbehaving Al vendor. Even a minor violation of the GDPR, for exam-
ple, can result in fines of up to “€10 million, or 2% of the firm’s world-
wide annual revenue from the preceding financial year, whichever
amount is highelr.”m

With financial stakes this high, you should only trust what you can
verify.
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The GDPR question

On the March 31, 2023 Italy’s privacy regulator, Garante, sent out a no-
tice where it banned ChatGPT in Italy and announced that it was start-
ing an investigation into OpenAI’s handling of personal data.”** This
caught the attention of other regulators in the EU area, and it seems
possible that many of them will follow Italy’s example.m—5 This caused
the European Data Protection Board - the institution that coordinates
and advises privacy regulators across the entire EU - to set up a task
force on ChatGPT.*°

As these processes will inevitably take some time to fully play out -
possibly even years - this leaves the use of large language and diffusion
models in the EU in a state of uncertainty. An investigation of this
kind is a lengthy process.

If you adopt one of these tools, integrate them into your processes,
make them integral to your organisation - what would happen if it
was taken away? Are you risking fines for using them? Are they violat-
ing your rights — storing company data, trade secrets, and other private
information?

Is this just an OpenAl problem or a Generative Model problem?

OpenAl’s practices seem to open them specifically up to criticisms
that aren’t inherent to the technology.

- They don’t document their training data set. 2

- They were training on user data — prompts that people typed into
148

ChatGPT.™

- This policy was changed after Amazon lawyers discovered that
ChatGPT had been trained on confidential data users had pasted
into the chatbot.*

- They proudly announced that they had 100 million users — any ser-

vice of that size is inevitably going to get more regulatory scrutiny.
150
- They are notoriously secretive — the opposite of open.@
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- They have had a series of privacy breaches that they didn’t ade-
quately report.@ Proper reporting of a breach is an important
regulatory requirement for any software vendor with that many

153
users.”

- They don’t seem to let people delete their data. Neither the data
that might appear in the training data set, nor the data they might

have provided by using ChatGPT.2*

Other national regulators outside the EU, such as in Canada,@ and
the US,@ have also expressed their concern about OpenAI’s handling
of personal data.

It’s entirely possible that we will discover that the only way to make
Generative Models legal in the EU is to perfect machine unlearning,
which is a technology that continuously seems to be stuck in its early
stages.ls—7

It’s also entirely possible that OpenAl, specifically, is a reckless ac-
tor that takes unnecessary risks, is ignorant of their legal and regula-
tory obligations, and has a lax attitude towards security.

We don’t know if either these are true. Until we do, we need to be-
have as if they both could be.

Also, I can’t stress this enough: do not paste confidential data -
whether its meeting notes, schematics, or plans — into ChatGPT, or any
cloud-based service for that matter. We don’t know how secure OpenAl’s
infrastructure is. We don’t know who has access to their logs, and
those will have some sort of record of your data. We don’t even know if
they have any sort of process to even check whether data is cleared
when it should.*®

At this point in time, all we know for sure is that generative models
and the “AI” field in general will be regulated.
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The lawsuits (plural)

OpenAl, Microsoft, Stability Al, and other AI vendor companies are
involved in multiple lawsuits concerning their data-gathering prac-
tices and unauthorised use of people’s data to train their language and
diffusion models.>

What should worry you, as a prospective user of these Al tools, is
that these lawsuits are all taking different angles of approach. Artists
are claiming that the Stable Diffusion model is a work that’s derived
from the training data, and so inevitably a copyright infringement.@
Getty Images, in both of their lawsuits, accuses Stability Al of trade-
mark violation, providing false copyright information, and violating
their site’s terms of service.. GitHub and Microsoft are accused of vi-
olating software licences.

Because of this the outcome of one of these cases won’t necessarily
set a precedent for any of the others, but to remain viable in its current
form the Generative Al industry needs to win all four lawsuits as well
as the many others that will follow.

Losing any one of them could, in the worst case, make large Al
models of this kind illegal in the US and force the industry to reassess
its approach from the ground up.

These legal issues are complex. The questions they pose do not seem
to have straightforward answers, which means the lawsuits are likely
to be lengthy and the appeals numerous. The consequences are also
hard to foresee. The current practices of AI vendors might be validated
as legal, might turn out to be completely illegal, or anything in be-
tween. Whatever happens, this will cost AI companies an enormous
amount of money.

In Europe, Al tools are under a cloud because of open questions re-
garding GDPR compliance. In the US, it’s these lawsuits, which won’t
be resolved for years.

117



13

Generative model copyright
issues

€€ Purely model-generated works individually 39
provide very little creative or financial benefit
because of their non-exclusivity.



LR s
Laidy

-
abVw
"l'

L 38
ﬂ.lbnl»t‘
PevVa™vay
iy
4



Generative model copyright issues

Summary

The copyright protection for Al-generated works is severely dimin-
ished and they expose you to potentially committing stochastic plagia-
rism.

Machine-generated works are not protected by copyright in the US and
unlikely to be protected in the EU. This means that you have no recourse
if somebody decides to reuse that work in harmful contexts. An Al-
generated app icon, for example, can be reused freely by scam artists.
Attempting to present Al-generated output as your own is fraud and
can expose you to litigation.

Prompt-generated works are by
default non-exclusive

The most common workflow for using generative art is to give the sys-
tem a prompt — a short piece of text that directs the AI - and getting a
generated work in return.

This core workflow has a major flaw: the generated output - image
or text — does not get any copyright protections. It automatically falls
in the public domain because most legal jurisdictions in the world
make human authorship a requirement for a work to get copyright
protection.

The law in the US is straightforward: works created by animals and
machines do not get copyright protection.@

EU laws are more complicated, largely because policies on Al copy-
right haven’t been harmonised across the region, but they broadly
have the same effect.’®® Other jurisdictions have slightly different
rules, but the effect is the same, such asin Australia16—5 or the UK@

In business terms, this means that even though the AI work was
specifically generated from your prompt, your rights to the work are

120



The Intelligence Illusion

non-exclusive - much like a photo from a stock image service. If you
use an Al-generated image for a cover, others will have the legal right
to copy the image and use for their own covers. If you generate an icon
for your app, then your competitors can take and reuse that icon for
their own apps. If you use it to create a blog post, then others have the
right to scrape the page and republish it.

Some Al-generated works do get copyright protection.

If the Al system is converting or modifying an existing work to cre-
ate its output, then that would get copyright protection as a derived
work. Converting a photo from one style to another is safe. If you gen-
erate test code for a function that you wrote, then the test code is like-
ly to be under copyright, even though it was written by the AI.
Prompts are unlikely to be substantial or original enough to qualify as
original works for these purposes.

If the AI’s output is only a part of the final work - you’re using it for
sections of a larger work, or you rewrote it substantially after the Al
generated the first draft — then the whole should have copyright pro-
tection.

You need to treat the output of a generative AI much like you would
an image licensed from a stock image service. Assume that the
unadulterated version is non-exclusive — anybody who wants, can use
it. If the work is to be used somewhere that’s important to the busi-
ness, such as in a book cover or an app icon, it will have to be reworked
substantially by somebody employed by the business before it can be
made public.

Using these tools to generate parts of a work is safer, which is why
generative Al systems that integrate directly with your productivity
tools will be preferable over standalone chat-based systems.

This issue creates a pitfall that many Al enthusiasts are falling into.
Given that purely Al-generated work is considered to be authored by
the machine, anybody who participates in contests or submits that
work as their own is technically committing fraud. Even if the works
were submitted with correct attribution, the publisher or the context
wouldn’t be under any obligation to pay the submitter: the work has no
copyright protection.
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If an author falsely registers the copyright for Al-generated works
as their own, they are committing fraud. If you're going to use Al soft-
ware for your writing, you should use it purely for assistance, not to
generate the whole text. Purely Al-generated works provide very little
creative or financial benefit in general because of their non-exclusivi-
ty.

This is why it’s inaccurate to say that generative image Al are com-
peting with commissions — where you hire an artist to make a specific
image. Because of the non-exclusivity that comes with the lack of
copyright protections, these services are instead competing directly
with stock image services.

If you aren’t careful, you could end up in a situation where the creative
assets —icons, covers, illustrations — for your projects can be copied by con
artists and hustlers, and you won’t have any recourse to stop them.

Stochastic Plagiarism

The legal bar for plagiarism in text and audio is lower than most busi-
nesses realise.

Al-generated works can still infringe on copyright even though they
aren’t protected by copyright themselves. Copyright infringement is as-
sessed based on outcomes, not process. Infringement can also be par-
tial - you don’t need to have made an exact copy. Large-Language-
Models are prone to randomly regurgitating memorised copies of
training data, which increases the risk of accidental infringement.

Performance increases with model size but so does memorisation
and with it the possibility of pla,c:»;iarismui7

The terms used in Al research for when a model seems to have re-
tained an exact copy of a piece of the training data is memorisation.
When the model’s output is a close match to a part of the training data,
that’s called overfitting — the result fits the request too well. They are
closely related phenomena - so closely related that they are often used
interchangeably in conversation - memorisation makes overfitting
more likely as anything that has been memorised can end up in the

output.
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Memorisation and overfitting are unsolved problems in AI re-
search. Every model does it,@ and that has serious implications for
broad use of these systems. The biggest issue being that directly copy-
ing somebody else’s work in your work is plagiarism and that can have
legal consequences and cause harm to your reputation. Most of the
popular generative models are trained on data grabbed from the inter-
net. The authors of the data have not opted in, which means that when
the system copies that data verbatim into your work, neither you nor
the system have permission to use that output.

Generative models do not exempt you from plagiarism as it is de-
fined by outcomes, not process. If you trained a chimpanzee to type out
a close copy of Stephen King’s It, publishing that would still be plagia-
rism even though your particular version of it wouldn’t be covered by
copyright because it wasn’t created by a human. The outcome - you
publishing a close copy of a Stephen King novel - is what makes it pla-
giarism.

The same principle applies to generative models. If it randomly out-
puts plagiarised text or images, you are the one liable if you use it in
your work.

What makes this risk insidious is that you can’t tell from the output
if it was memorised.

At the time of this writing, GitHub’s own page for Copilot'™ states
that “about 1% of the time, a suggestion may contain some code snip-
pets longer than ~150 characters that matches the training set.” It con-
veniently provides a setting that lets you block these suggestions.m

Conversely, Stable Diffusion’s plagiarism rate seems to be
marginally higher, just under 29611

1-2% might seem low, but if you have ten people in your organisa-
tion using a model with a 1% plagiarism rate 2-3 times a day, at least
once a week you will get at least one incident where the output is con-
taminated with memorised content of unknown origin and under an

unknown licence. Every month will have four or five plagiarism incidents
in your organisation. You can see how this could become a serious
problem with a hundred, a thousand, or tens of thousands of employ-
ees.
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That 1% number crops up in other research. A 2022 study arrived at
that same rate but found that with deduplication, the output copying
rate could be pushed down to 0.1%,m which is still much too high for
anything except the smallest organisations.m

It looks like the best case rate for verbatim copies of training data in
output is somewhere between 0.1-1% of the time, not once per million.
Accidental plagiarism is therefore quite likely for all but the most ca-
sual users of generative Al.

Training data copied verbatim can be embarrassing if the output is
a marketing blog post, but it could be catastrophic for software
projects if the project is contaminated with code under an incompati-
ble licence. This is a particular concern for GitHub Copilot whose
training data includes code under the GNU GPL and AGPL licences,
which are incompatible with the licences that are used by most soft-
ware businesses. Rewriting this code from scratch can be both expen-
sive and risky.

Al vendors seem to pay very little attention to plagiarism risks in
their announcements, but it does seem to be an issue that is core to
how their systems are designed:

- Image-generating diffusion models habitually output images that
e 174 .
are clones of existing images.” Vendors quickly respond to fix ex-
amples that are highlighted on social media, but it’s safe to as-
sume that many more go unnoticed.r™

. Memorisation seems to increase with model size' and may have a
role to play in the increased performance of larger modelsm, even
when the memorised data seems to be irrelevant to the tasks be-
ing benchmarkedﬂ, which would make this problem very hard to
solve without crippling the models.

- Memorisation seems to be caused by the long-tailed nature of
written language - many texts are relatively unique within the
data set.™

- Deduplicating the training data set decreases memorisation to

some extent™>> but fully deduplicating text is impossible because
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the written language is inherently intertextual. You will never be
able to get rid of legitimate quotations, riffs, and references with-
out destroying the integrity of the training data. This also doesn’t
mitigate the long-tail issue that is the other driver of memorisa-
tion.

What makes this risk worrying is that all the research that’s been done
in AI research on overfitting and memorisation is based on discover-
ing exact or near-exact copies from the training data.

Plagiarism has a lower bar than that. To return to my earlier exam-
ple: if you took the chimpanzee-written copy of Stephen King’s It, ran
it through a paraphrasing tool, and published it under your own
name, then you would still be committing plagiarism, even though a
majority of the text has been changed.

This even applies to images. In a lawsuit between the photographer
Jonathan Mannion and Coors Brewing Co., the judge found that Coors
was guilty of plagiarising Mannion’s photograph even though they
hadn’t made an exact copy - they had restaged it with alterations to
suit their advertising campaign. Copyright doesn’t just protect the
specific expression of an idea, it protects the features of that expres-
sion that make it original.&

This means that catching the instances where the output has copied
something exactly from the training data is not enough. If GitHub
Copilot copies the specific expression of an algorithm from an open
source project under the GPL or a similar licence into your project, but
changes the names of all the variables, then GitHub’s detection system
is extremely unlikely to catch it. But you'd still be liable. This would
still be plagiarism. You would have injected your software with code
that required you to release it all under the GNU GPL.

Intellectual property audits only happen when the stakes are high: ac-
quisitions and lawsuits. Under these circumstances Al plagiarism could
cost you a fortune.

The only reliable way of mitigating Al plagiarism seems to be to
only use models trained on data sets that are explicitly licenced for use
in Al model training. Very few generative Al systems on the market to-
day provide this guarantee.
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Much of the training data is biased, harmful, or unsafe

Summary

The data sets used to train generative models are unevenly distributed,
biased, unsafe, or vulnerable to manipulation. The effectiveness of the
model depends on its size, and for many use cases, there simply isn’t
enough data available legally. A well-resourced attacker can cause the
model to generate specific results they desire, introduce more biases,
hide results, and introduce false positives. The behaviour of many kinds
of generative models can be manipulated at a relatively low cost. Discov-
ering these attacks is impossible if the training data used remains un-
documented.

Performance increases with model size
but so does exposure to attacks and
manipulation

The current Al resurgence began when Al researchers figured out you
could address many of the problems inherent in training AI models
just by going big - really big. Train on a good chunk of the data that’s
available in the world and, with that increased size, your model is
magically more capable: language models are more fluent, image mod-
els generate better images, voice models sound more realistic.

Big training data sets are a revolution in AI development. They
might also be their greatest weakness.

Many languages have much less available training data than Eng-
lish does, which means that an Al model trained in that language is
unlikely to be as fluent or as capable at performing problem-solving
tasks. If you believe that Al systems are the future, then many nations
and languages are going to be excluded from that future. This affects
businesses hoping to benefit from those markets.
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Most of the training data used in the biggest models comes from the
web. The web often consists of less than exemplary writing and un-
savoury graphics. It’s overwhelmingly social media posts, marketing,
advertising, and, well, porn. Even if you manage to adjust the model to
correct for the biases that these introduce, the quality of the AI’s work
is going to be bounded by the fact that most of its inputs are inane pap.

Data leaks
These models are trained on data sets that contain personal and pri-
vate information.’** Some of it is memorised by the model and can lat-
er be extractedw—s, either by an attacker™° or by accident.’®” In some
cases the attacker can verify that a specific record existed in the train-
ing data set.22® For specialised AI, such as those in healthcare, that can
be a serious privacy violation on its own. Any machine learning model
that has been trained on private and personal data is very likely to be
in violation of the GDPR.*?

That has major implications for the viability of these tools for many

businesses.

Gender, racial, and disability discrimination
The web, which is the source of most of the training data, is dispropor-
tionally racist, sexist, angry, and bigoted. It is a data set full of biases
and those biases translate into the output, even in the latest systems.
90 The text generation models frequently generate biased, racist, or
misogynistic language.M

These biases persist in OpenAI’s more advanced models.** Baked-
in biases mean that generative AI models are unsuitable in their cur-
rent form for processing or assessing resumes and job applications.E
Biases affect the accuracy of these models when used by demographics
that are more diverse than they were trained with.22*

Techniques used to ‘debias’ models - methods to make it less likely
to express the biases inherent in its training data - can also reduce its
ability to accurately model the target language. It can become less flu-

195
ent.”
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Poisoning

Many models can be poisoned. That means an attacker can create ma-
terial designed to affect the output of the model - change what it does -
and publish it at a location that they know will be included in the
training data set next time the model updated. A model can be poi-
soned to always portray a specific subject - say, an authoritarian dicta-
tor - in a favourable or negative light or to force it to always swap one
phrase for another that the attacker defines. Subjects don’t have to be
mentioned by name in any of the training data.”®® An AI can be poi-
soned to change its generated recommendations: patient drug dosages
changed with potentially lethal effect, loan assessments altered, real
estate estimates fudged.lg—7 An attack can inject backdoors - hidden
controls - that let the attacker alter the AI’s output in predefined ways
using specific keywords.@

These backdoors can be incredibly hard to detect.” The AT model
can be made to hide content from the output.m

The attacker can force the model to misclassify particular images or
texts. This can lead to other vulnerabilities if images are misclassified
as pornographic or unsafe.2%

Under some circumstances the attacker could even poison the mod-
el to make targeted changes to its overall behaviour.2%

These attacks are relatively cheap. Researchers have managed to at-
tack existing, in production, AI models for as little as $60, because
many of the training data sets that are in use included data from do-
mains that are either expired or easy to take over. 2%

This can harm people’s physical health in a variety of ways if ap-
plied to a healthcare or medical AI systern.M

Defending against these attacks might& or might not be possible
for models such as OpenAI’s GPT-3 and -4. Working with other AI re-
searchers while working for Google, El-Mahdi El-Mhamdi convincing-
ly argued that it’s mathematically impossible to secure a large lan-
guage model.?%® This calls into question OpenAlI’s ability to safely ex-
tend the cut-off date for its language models beyond 2021. They could

be forever stuck in an increasingly distant past.
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Code

Al code assistants are unique in that their training data set comes
mostly from a single website - GitHub - which lets anybody upload
pretty much any code they want. This could make attacking code assis-
tants by poisoning their training data even cheaper and easier than at-
tacking image-generating models. As far as I could tell, nobody has
done any serious research into this possibility.

Repositories on GitHub are predominantly legacy code that encode
past mainstream practices in programming. We need more research
on what effect this has on the output.

You can’t fully trust the output of generative Al because of the mas-
sive size of their training data sets. It doesn’t seem to be feasible to
protect these systems from being poisoned or manipulated by a third
party. Now that they’ve been adopted by the mainstream, the incen-
tive for bad actors — criminals or hostile governments - to try to ma-
nipulate them is going to be irresistible.

If it’s possible to manipulate GitHub Copilot to occasionally inject a se-
curity vulnerability as a part of its output, one that the criminal can later
find and exploit, then the potential rewards in terms of data theft or even
extortion are immense.

If training data sets can’t be secured, then language models will be
exploited. That would mean that discovering vulnerabilities is only a
question of investment, which, given the potential rewards, means it’s
only a matter of time until a popularly adopted language model is
compromised.
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Generative models fabricate and don’t do facts

Summary

Large Language Models have a tendency to “hallucinate” and fabricate
nonsense in ways that are hard to detect. This makes fact-checking
and correcting the output very expensive and labour-intensive. These
hallucinations appear in Al-generated summaries as well, which
makes these systems unsuitable for many knowledge- and informa-
tion-management tasks.

Performance increases with sizz%but

seemingly so do hallucinations

One of the Al industry’s time-tested tactics for implying success in
failure is through creative naming. There is even a standard term for it
in the field: wishful mnemonics.2® Statistical analysis and transforma-
tion is called learning, even though it bears no resemblance to how an-
imals or humans learn. The neurons of an AI’s neural network have
next to nothing in common with the neurons you find in animal
brains. Als are said to understand or predict. Vendors ascribe motiva-
tion to systems with about as much autonomy as Excel. The models do
not parse, they are said to read.@

Memorisation, which I described earlier, is a good example. These
Al systems are not intelligences that can memorise something as a hu-
man would. They are software that copies, stores, parses, or generates
data. They do not memorise. It is a patently inaccurate label for the
phenomenon of copying.m But, if you want to follow and participate
in Al research, you are stuck with the terms they use.

If you don’t accept their terminology, discourse and debate be-
comes impossible. But if you do, you at least partly accede to their
premise that these are, well, Artificial Intelligences, and not just soft-
ware with no autonomy or intelligence of their own.
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One such misnomer that seems to be specifically chosen to gloss
over the flaws and inadequacies of these systems is hallucination.

These systems cannot hallucinate. They are not deluded, deranged,
delirious or in any other mental state you can think of. They are data
and they can’t feel. An AI can’t have any kind of mental state in any
way. They are, quite simply, software that keeps generating garbage.

These “hallucinations” are the most frequent and obvious issue
with the performance of common text-oriented Generative Al. This is
one instance where adopting the industry term actively hinders analy-
sis and risk assessment, because it is an umbrella term that covers a
number of distinct errors.

- Omissions caused by training data limitations, which leads the
language model to writing a falsehood, such as an AI whose train-
ing data set extends only to 2021 not being aware of the release of a
film in 2022.

- Fabrication errors where the Al fabricates an answer that fits the
pattern of a valid answer to the question, such as when it at-
tributes fictional papers to real Writersm, claims that an API can
do something it absolutely can’t?
Ukraineﬁ, claims that somebody is dead when they aren’t

) <y 215
makes up a summary for web pages that don’t exist.

, makes up a fictional history of
214

, or

- Summarisation errors, where the AI makes inaccurate claims
about the text it was supposed to summarise.

These are three distinct types of errors.

Even though the causes of these errors are the same, their differ-
ences mean they are likely to require different mitigation mechanisms
in the software facing the end-user.

Every built-in mitigation strategy that has shipped to date treats all
hallucinations as straightforward factual errors that can be fixed either
through some form of automated checking fact by fact, itself a very
unreliable process, or by instructing the Al, error by error, what is
true and what isn’t. The latter strategy is manifestly, obviously, impos-
sible because the long tail of falsehoods is infinite and truth is scarce.
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You will never run out of falsehoods to correct or lies to debunk. Un-
fortunately, this is also the exact strategy that OpenAl adopted for
apT-4%8, They put together a list of common falsehoods and specifi-
cally trained the model not to fabricate those specific falsehoods, such
as claiming that Elvis was the son of an actor. Unsurprisingly, this did
not fix the problern.m

The fundamental problem with fabrication errors is that they are in-
distinguishable from the regular text output of a Generative Al. It’s
not that the system sometimes makes mistakes. The system is always
fabricating answers. Every answer is a fabrication. Sometimes it just
gets lucky and the most probable collection of words in response to
that query, at that time, happened to be factual. The software does not
have any self-awareness or understanding of the meaning that under-
lies the language.m Everything it generates is a fabrication. It’s all hal-
lucinations, all the way down, even when it happens to be Vight.&

As you could probably tell from the chapter on plagiarism, memori-
sation in these models is usually unintentional and undirected, and
tends to favour directly memorising runs of text or image elements
over facts. The way these models are built does not account for any-
thing as vague and conceptual as a “fact”.

Language models are completely unsuitable for use as information
systems because of their pervasive ‘hallucinations’. It’s patently inap-
propriate for any form of search.2% 1t’s actively harmful as a research
tool.22 Asking ChatGPT for plant advice will kill your plants.& An
“AI” customer service chatbot will end up lying to your customers, possibly
exposing you to legal liability. A search chatbot will at some point blatantly
lie about the documents your customers are searching for. Document gen-
erators will get important parts of your industry and field completely
wrong. These tools are not nearly as functional as their textual and
stylistic fluency implies.

Using a text synthesis system as a knowledge base or as a front end
to one - such as search - is inherently risky and should be avoided. It’s
unlikely that the errors can be suppressed because they seem to be
fundamental to how the system works - the larger and more capable
the language model becomes, the less truthful it is in its answelc's,m
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and early tests with ChatGPT seem to confirm that this is still the case.
222 The very thing that makes them generate more fluent and more
convincing text, seems to make them less truthful.

Summarisation errors deserve a particular focus as summarising is
one of the main use cases of most current and upcoming text-oriented
Generative Al systems. Microsoft and Google both envision a future
where you're using their Al systems to summarise email threads and
complex documents.”® It’s even their silver bullet to slay the halluci-
nation werewolf: instead of having the Al chatbot fabricate answers,
it’ll generate answers by summarising some of the search engine re-
sults into a single coherent answer.

This means that these summarisation features better work and they
better be accurate.

Unfortunately, they don’t seem to be.

- The hallucination rates for summarisation in earlier language
226

models seems to have been substantial.™

- It’s unlikely that hallucinations in summaries were eradicated
with increased model size as falsehoods increased for other tasks,
227 2 nd early tests seem to show both a regression in ChatGPT over
GPT-3.5 and that they noticeably underperform when compared
to simpler language models that have been fine-tuned specifically
for summarisation.?2

- OpenAl specifically didn’t test summarisation factuality in their
GPT-4 release document.?? If it didn’t get measured; it’s unlikely
to have been managed, so we have to assume that summarisation
factuality hasn’t improved.

- Summarisation benchmarks, as they exist in Al research, are pri-
marily focused on testing the accuracy of summarising single doc-
uments,@ but all the problems we are expected to use them for
are heterogenous collections of different writing styles. Or, in
plain English: the summarisation abilities of these Als weren’t
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tested on documents that were a bunch of different stuff by very
different people who all wrote very differently.

This last issue is a bigger problem than AI system developers would
like to think and indicates that they aren’t testing these systems on
real-world problems.

Workplace discussions in text are a mess. Not in the way that they
get out of hand (although that can happen), but because they bring so
much variety to the table. Even something as simple as an email con-
versation contains a wide variety of voices:

- People have different training and education, which translates
into different writing styles. Designers, developers, sales people,
managers all have subtly different ways of communicating.

- Many organisations have employees from a mix of different cul-
tures. Some come from what’s called ‘high context’ cultures
where you are expected to leave many things unsaid. Others, like
those from the USA, come from ‘low context’ cultures where if it
isn’t spelled out it doesn’t matter. AI summarisation might work
for ‘low context’ cultures, won’t work for ‘high context’ cultures,
and is likely to reliably create misunderstandings in a mixed cul-
ture.

- People vary in their expertise. If you're discussing a new feature
with ten people in an email thread, where everybody agrees, but
most are commenting on a superficial decorative aspect of the fea-
ture (“bikeshedding”), then the debate on the colour of the
proverbial bikeshed is understandably going to dominate the
summary. But if the lead developer responsible for software secu-
rity, in a single message out of dozens, expresses their doubt about
the viability of the feature, then that would easily be the single
most important point made in the thread. Any summarisation

tool that downplays or even omits the lead developer’s comment
from the summary is inviting disaster. But how would the AI un-
derstand the relevance of the different levels of expertise in the
thread? It can’t, because it doesn’t do “understanding” in any way,
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shape, or form. It’s software; not a mind. Additionally, most lan-
guage models are trained on biased data, so they are just as likely
to downgrade the lead developer’s comment if their name isn’t
western or masculine enough.

- In a hierarchical organisation, people vary in their importance.
Sometimes the importance comes from an explicit hierarchy.
Sometimes an employee is important because they’re friends with
somebody important. The human mind is highly sensitive to so-
cial relationships and when we read through discussions, we ac-
count for them in our judgement without giving it any special
thought. An Al is not a mind. It can’t have any judgement. It won’t
take a hierarchy that isn’t in its training data or context - that
might not even be accurately recorded anywhere - into account.

Using a language model to summarise workplace discussions risks omit-
ting vital information or fabricating misinformation, both of which can
cause a project to fail.

The results from a search engine are even more varied than office
discussions. The documents in a search engine result come from a va-
riety of institutions. Some of them are formal documents; some of
them are off-the-cuff social media posts; some of them are blatant
marketing; some are actual advertising. They come from a broad
range of expertise, writing styles, and experiences. That you could put
a language model Al in front of a search engine and get a meaningful
summary of the results is unrealistic for anything except the simplest
of queries. You couldn’t even summarise it reliably as a fully “general-
ly intelligent” human being - you’d just pick the results that seem
more plausible than others — but this mechanism is somehow sup-
posed to magically make a large language model truthful?

Relying on Al summarisations in real-world scenarios is risky and
likely to be counter-productive in most workplaces.
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Much of the output is biased, harmful, or unsafe

Summary

These Generative Models are trained on the web. And, yes, that in-
cludes the porn, abuse, and violent imagery.

Many of these tools randomly output extremely distasteful content,
some of which might even expose you to legal risk. The blocks vendors put
into place to prevent this are often inadequate and often easily be by-
passed. Removing unsafe data from the training set will in some cases
also reduce the quality of its safe output, putting vendors in a position
where they might have a higher tolerance for unsafe output than you.

Performance increases with size but so
do the odds of unsafe output

One of the biggest discoveries in Al research in recent years was that,
when it comes to solving reasoning-based language tasks, bigger was
absolutely better. But, as we’'ve been seeing, even though common-
sense reasoning does improve with model size, it comes with a trade-
off:

Big language models might be “smarter” and more fluent, but they are
increasingly dysfunctional at everything else.

The only way to get a training data set that’s big enough is to in-
clude everything in the training data. Websites, blog posts, books,
video and podcast transcripts — when I say everything, I really do
mean everything. If it was online before 2021, there’s a good chance
that it’sin the training data set that OpenAI uses for its models.

That includes all the hate from all the angry people, the violence,
the abuse, and all the porn.&

Much like how the inherent bias in the training data set will result
in a biased language model, all of that hate and pornography can re-
sult in disturbing and often blatantly illegal output.
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That obviously won’t work for an office tool. Companies like Ope-
nAI have been building safeguards to try to ensure that these Als don’t
sound like they belong on the sex offenders registry. This work itself
has a tremendous human cost because the only way that seems to be
even remotely effective is to hire people to watch, classify, and label all
the distasteful, unsafe, and even illegal material that might be in the
Al’s training data set, all for less than $1.50 an hour.2

After all this work, they still ended up with a conversational model
with a tendency towards the unhinged.&

Image generating models trained on material crawled from the in-
ternet seem to have problems that can only be described as a depen-

dence on porn:

- Stable Diffusion and software built on it, has had a tendency to-
wards generating pornographic or semi-pornographic images
even when you don’t want them to, this led to instances where
software designed to create avatar images for users virtually “un-
dressed” them.”* This even included a capacity for generating

child abuse imagery.&

« To counter this, when Stable Diffusion 2.0 was released, it’s devel-
oper, Stability AI, had filtered out a large portion of the porno-
graphic images that had been in its training data set. This led to a
noticeable decrease in image quality in terms of accurately repre-

senting general human anatomy, even for otherwise safe images.
236

- This also, inevitably, led to protests from those who had been us-
ing it specifically for porn.&

- The quality regression, particularly, led Stability Al to reinsert
some porn into the training data for Stable Diffusion 2.1, which

: : 238
was met with much enthusiasm among fans.”™

That AI generated porn has fans highlights a particular issue with
these models: quite a few people want to see it generate unhinged,
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hateful, or pornographic work, and they are willing to put in a lot of
work to get it.2

This, and the difficulty inherent in securing ‘prompts’ as an inter-
face, means that letting the end-user interact directly with the model
is inherently risky.

The massive size of these models, both diffusion and language mod-
els, is a tradeoff. It does increase the quality of the result, especially
for the image generation models, but it also means that you need to be
aware of their capacity for the biased, horrible, and disturbing.

Beyond the negative social and cultural impact, biased systems are
also likely to underperform economically. Over 37% of the actively li-
cenced physicians in the US are women, a proportion that keeps grow-
ing every year.m In the EU, half of active physicians are women.”* In
many other countries, they’ve become a majority.m Healthcare as a
whole predominantly employs women. Meanwhile, ChatGPT quite of-
ten seems unable to acknowledge even the possibility of a female
physician.m

By their very nature - being based on large collections of historical
training data - language models will always be backwards-facing and
favour past attitudes over modern. They are not likely to accurately
represent current markets, neither in the US nor globally. It’s the na-
ture of markets and demographics to change over time. Populations
aren’t static bodies and language evolves with them. There is a very
real risk that the language generated by the model - your marketing,
emails, and blog posts — will look archaic to target audiences.

You’'ll sound like a racist granddad who has learned how to write gener-
ic LinkedIn posts.
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The Mediocrity Trap

Summary

When the world is flooded with “good enough” writing, standing out
from the crowd requires much more effort and becomes much more
expensive.

Automated mediocrity makes
everything more expensive, not less

Generative AI makes text and art that is the most probable response to
a given prompt.

This is mediocrity. It might as well be the dictionary definition. The
output of these models is the good-enough product writ large. Beyond
the mediocrity, they also suffer from a number of recurring defects.

Social media ridiculed “Al hands” - the tendency these tools had to-
wards rendering unrealistic hands - which is why Al vendors priori-
tised fixing that issue. But, the hands were a symptom of a deeper un-
derlying problem: diffusion models do not have an internalised model
of the physical world or of how objects relate to one another. That isn’t
how they work.

Some common defects in current generated art:

- Adjacent objects blend together, or even end abruptly.

- It gets proportions and relative sizes wrong.

- The overall image has a poor or skewed representation of depth.
- Poor composition or visual structure.

- Many of the pictures generated have the same colour scheme: or-
ange highlights, teal shadows, brown mid-tones.
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- Upscaling artefacts that make the image look too sharp.
Model-generated text has its own issues:

- It tends to repeat words and overuse clichés.
- The sentence length is often too consistent with little variation.
- The output favours simplistic textual and sentence structures.

- Many of these systems have a style that is best described as “harm-
less but enthusiastic LinkedIn post”.

These tools are not good at art or writing. What they make is, if you're
lucky enough to avoid the defects above, still mediocre at best. It’s
amazing that they’re able to do what they do in the first place, but the
inherent flaw of a probabilistic model is that it will always return to
the most probable. That’s what it is and that will always make it medi-
ocre. Consistently rising above mediocrity would require a completely
different system, built on entirely different principles.

Solutions for improving output quality are limited. Vendors can
train on more data, but that’s just as likely to increase volatility and
make the system less useful in production. There’s also a limit to how
much data is freely available in the world. Vendors can apply a variety
of fine-tuning methods to limit the output to a range of outputs that
are known to be good, but that can severely limit the flexibility of the
system. Finally, they can train on less data and exclude lower-quality
examples from the data set, but that also severely limits the system’s
flexibility because the model will have a narrower range of examples
to extrapolate from.

If you, for example, train or fine-tune a diffusion model mostly on
professional photographs there’s a decent chance that the model’s av-
erage output will look somewhat professional, but the variation from
photo to photo will also be much more limited as the diffusion model
will have a strong tendency to converge on what’s similar. That’s fine if
you only want images of pretty models in their early twenties. Less
useful if you need an image that says something specific. A smaller
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training data set also increases the odds of stochastic plagiarism,
which makes it even more important that the vendor of the generative
model can guarantee the rights and provenance of the images in their
data set.

Either way, there’s still a substantial risk that the model will get
anatomy, proportions, and physics wrong.

Vendors have very few options here. They can offer systems that ei-
ther deliver a broad variety of mediocre images or a mediocre variety
of above-average images. This trade-off is baked into how these models
work.

These models can generate that mediocrity on demand and at scale.
Its quality is predictable both in cost and value, and that’s where the
trap comes in.

The marketing and copywriting efforts of many organisations are
already mediocre. They’ve never had to be any better. Keeping your
standards low simplifies both recruitment and production. Consisten-
cy has always been the hallmark of business writing for a good reason.
The quality of your marketing copy is less important than your ability
to keep to a schedule or a deadline.

Large language models can now deliver “good-enough” writing on
demand. It is consistent, both in terms of procedure and writing.
These systems means that generating media - text, images, audio - of a
low to mediocre quality can be almost entirely automated.

Managers are now discovering that language models can do almost
as good a job as their current copywriters. Some are drawing exactly
the wrong conclusion and are cutting costs by replacing copywriters
with Al tools.

This is only productive in a hypothetical universe where you're the
only organisation in the world that uses generative models to write.

When a digital product can be entirely automated that results in a
massive glut of product. We are going to see several orders of magni-
tude increases in the volume of product.

It’s going to be everywhere. Model-generated content - I hesitate to
call it writing - is already common on social media and in search en-
gine results. More and more, we are surrounded by countless people
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and businesses generating middling, algorithmically-generated, good-
enough, marketing prose on demand. It’s filling the Kindle store, the
web, and online photo and illustration sites. Entire categories of on-
line media are being taken over. Your work is disappearing into an
endless parade of carbon copy LinkedIn posts, Instagram street fash-
ion photos, and hyper-sharp, hyperrealistic illustrations that all feel
the same.

Under these circumstances, any work that is “the most probable re-
sponse to a given prompt” might as well be noise. Many organisations
and people will have to change their marketing, copywriting, and me-
dia production strategies completely if they want to be heard. Your
readers and viewers might well be satisfied with mediocre work today,
but that will change when the volume of mediocrity increases a thou-
sandfold. Paradoxically, instead of lowering costs, pervasive automa-
tion might end up making effective writing and art much more expen-
sive.

Middling work won’t cut through the noise any more.
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Summary

These systems are very prone to shortcuts. Instead of building a coher-
ent model for reasoning, they tend to take shortcuts based on correla-
tions in the training data.

This is a problem because shortcuts are fragile, which makes for
pseudo-reasoning systems that only work under very specific circum-
stances.

This is the one bit that improves with
model size, up to a point

When AI researchers say that language models improve with size -
even though performance at natural language tasks doesn’t increase
pr'opor'tionallym and both memorisation®” and hallucinations®*
seem to get worse - this is what they mean. Most Al researchers are in
the field to get to Artificial Intelligence, not make a better natural lan-
guage tool or information system. “Intelligence” is what vendors fo-
cus on measuring when they develop. The downsides are usually dis-
covered after the fact, by external researchers, provided they are al-
lowed to do s0.2%

What this means for you is that the priorities of the AI vendor,
broadly, don’t align with the needs of their customers.

Most organisations who are in the business of making Generative
Models only care about improved “reasoning” and, with large lan-
guage models, they seem to have found their answer. Finally, an Al
model that is capable of common sense reasoning that only seems to
improve with the size of the model.

But...

Let’s just say that “capable” is in the eye of the beholder.
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What’s wrong with taking a shortcut?

Imagine you have a job at a hospital. Your job is to watch patients and
let the doctors know if they seem to be experiencing sepsis or blood-
poisoning, a potentially lethal bacterial infection which would re-
quire treatment with antibiotics.

Accurately detecting sepsis requires expertise. You need to pay
close attention and know what to look for.

But, since you're a literal-minded sort that’s always on the lookout
for a shortcut, you figure out a very simple, extremely reliable way of
noticing when a patient has sepsis. If the doctor prescribes antibiotics
for sepsis, then the patient probably had sepsis! No need for to do any
hard work. Infallible deduction that works every time. Neat, right?

This may sound absurd, but it is pretty much how an Al system de-
signed to spot sepsis operated.m The sepsis-detection system was
launched, approved by healthcare authorities, and adopted by hospi-
tals. Later, when unaffiliated researchers tried to replicate the ven-
dor’s claims, they found that not only did the system perform much
worse than expected, it partially based its “predictions” of sepsis on
the healthcare staff noticing the sepsis and treating it - if antibiotics
appeared in the medical record, the patient probably had sepsis. Prob-
lem solved.?*

This is a kind of flaw that is common to most, if not all, AI systems
today. They are trained on a data set and tasked with solving problems
such as: “find all the chest x-rays that look like they have COVID-19”.
Except they are not capable of actual thinking. When trained to detect
COVID in a chest x-ray or sepsis in patient data, they will take short-
cuts because they have no notion of COVID or sepsis. The sepsis model
found that all the patient records in its training data that had sepsis
had one thing in common: the doctor prescribed antibiotics. It took a
shortcut because it’s just software calculating probabilities. It isn’t ca-
pable of reasoning, so it can’t ‘know better’. The COVID model? It pre-
dicted that patients who were too sick to stand upright for their chest
x-rays probably had COVID, which was about as useless as you'd imag-

. 250
ine.
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This wasn’t a unique result. The COVID pandemic led to a surge in
the development of Al systems that were supposed to help diagnose
and spot the disease. None of them helped.ﬂ

Shortcuts are core to how these Als ‘reason’.™ When given a task,

the system will always prefer the most straightforward correlation to

252

the solution over solving the task in a more reliable way. That’s why
the COVID-detecting AI was ultimately more of a ‘x-ray position’ de-
tector than a COVID detector. The patient’s position correlated just as
well with the task as any of the genuine COVID symptoms but was eas-
ier to detect. Shortcut found; shortcut used.

Most of the well-documented instances of shortcut-reasoning in Al
come out of healthcare. That isn’t because developers of healthcare Al
are more sloppy but because we, as a society, have higher standards for
the technology used in healthcare than for what we use in an office.>>
Healthcare systems get more attention. More researchers attempt to
replicate vendor findings. They are often tightly regulated. Bullshit
gets noticed. In theory, at least. Office or productivity Al systems,
however, get away with much less scrutiny

Because of the way these models are designed, they have a strong
tendency towards finding the simplest correlative solution for every
task. As you can tell from the examples above, that means that the
only way to get robust results — robust pseudo-reasoning - is to careful-
ly curate the training data set, which is the opposite of how most
Large-Language-Models are developed. OpenAl and Google, the mak-
ers of GPT-4 and Bard, are instead making a different tradeoff: make
the model big enough, and you’ll end up with a shortcut for every sce-
nario. For every reasoning task, there will be samples in the training
data that correlate with a probable solution. For models that have been
trained on most, if not all, publicly available writing in English, the
end result is remarkably fluent and surprisingly capable.

That capability is extremely fragile, though. There’s nothing gener-
alisable about the intelligence in these AIs.”* Their reasoning is noth-
ing more than an intertwined nest of shortcut upon shorteut.?>> It
does extremely well in standardised benchmarks and testing, but
that’s because it had the answers in its training data.”® with enough
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shortcuts, you can fake a lot of intelligence, but it’ll never be general-
purpose, and it will break as soon as it encounters situations that it
doesn’t have a shortcut for.2>"

This results in a system that is capable of impressive common sense
reasoning provided you get the prompt exactly right. Even for cutting-
edge systems such as ChatGPT, rephrasing or even something as
straightforward as changing the sentence order can be the difference
between a nonsense fabrication and a useful, reasoned answer.2>>

This kind of pseudo-reasoning, useful as it can be if you can figure
out the magic incantation - prompt - to trigger its best behaviour, is
also always stuck in the past. It is stuck in the cut-off year for its train-
ing data. ChatGPT only “knows” history up to year 2021 and its train-
ing data set is predominantly older texts that are possibly outdated. If
somebody rewrites the standardised test, performance drops. If prac-
tices change, correlations that helped fake reasoning about past prac-
tices will break. Als are not adaptable.

This lack of adaptability can have hilarious results, such as when
marines who were tasked with bypassing an Al security system fig-
ured out that all they needed to do was something new - anything
new. Even if that ‘new’ was something right out of a Looney-Tunes
cartoon.@

Among the tactics that worked:

- Disguise yourself as a tree and walk slowly past the Al-guided ro-
bot.

- Hide under a large box and crawl past the robot.
- Somersaulting past it.

Basically, what they made was the Wile E. Coyote of security systems.
It had high performance in narrow tasks, but its lack of robustness
meant that it was incompetent in practice.

Another example was a recent experiment where an amateur hu-
man player beat an Al in G0.22 The Al in question normally has what
is called ‘superhuman’ performance in Go, beating every human play-
er set against it. How did the amateur beat the superhuman AI? By us-
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ing another, simplified, AI model to suggest random nonsense moves
that no sensible player would use. That meant that the moves didn’t
have any meaningful correlations in the superhuman AI’s training
data set, which lead it to make dumb moves that an amateur could eas-
ily exploit. The simplified AI required only 14% of the compute power
needed to train the superhuman AI, which means that the attack
should be more scalable than the defences of the Go-playing N

In an infinite world and with finite training data, there is always go-
ing to be a way to break the pseudo-reasoning of these systems.

These stories are fun, but they are ultimately theatrics. They are
“just so” stories designed to make you feel good about what you al-
ready want to believe. What matters is what can be tested, and these
systems keep failing whenever they are put to rigorous, structured
testing. Training data leakage, which leads to superior but ultimately
fragile performance, as well as poor replicability in scientific research,
is a serious problem for the field of N

But, it’s also a problem for you. If you're hoping to integrate an Al
system into your business processes, you need to be aware of the ex-
treme fragility of their performance. They are superhuman under ide-
al circumstances, but fail disastrously when something even just a lit-
tle bit unusual happens.

When they fail, they fail completely. For many use cases, they are
not safe enough to be used unattended. Don’t fall for claims about rea-
soning (general or no) or performance. What matters is proven func-
tionality and competence. Many of these systems just aren’t function-
a] 283

Using a language model to automate reasoning or decision-making is
likely to be extremely unreliable and prone to catastrophic failure.
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Code quality

Summary

Language models should in theroy lend themselves to creating a vari-
ety of useful tools for software development. They have the potential
to revolutionise programming. The tools that accomplish these miracles
don’t exist yet. What we have today mostly make bad situations worse.

The software industry is bad at
software

Switching costs are, more often than not, massive for business soft-
ware, and purchases are not decided by anybody who actually uses the
software. The quality of the service disconnects from sales perfor-
mance very quickly in a growing software company. The company
ends up “owning” the customer and no longer has any incentive to im-
prove the software. Because adding features is a key marketing and
sales tactic — features drive PR and stock price - the software develop-
ment cycle becomes an act of intentional, controlled deterioration.

Enormous engineering resources go into finding new ways to min-
imise the feature-driven deterioration.

The software industry is bad at software. Great at shipping features
and selling software. Bad at making the software itself.

By its nature software has enormous margins which further cush-
ion it from the effect of delivering bad products.

The objective impact of poor software quality on the bottom lines of
companies like Microsoft, Google, Apple, or Facebook is a rounding er-
ror. The rest of the industry only needs to deliver usable early ver-
sions, but once you have an established customer base and an experi-
enced sales team, you can coast for a long, long time without improv-
ing your product in any meaningful way.
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We have an industry that’s largely disconnected from the conse-
quences of making bad products, which means that we have a lot of
successful but bad products.

Thus, Weinberg’s Law: “If builders built buildings the way program-
mers wrote programs, then the first woodpecker that came along would
destroy civilization.”*®*

It’s into this environment that “AI” software development tools ap-
pear. The tools that are supposed to fix everything.@ The tech indus-
try has positioned generative models as the next revolution in knowl-
edge management and search. This has an impact on the use of these
systems in software development.

To be able to answer questions and pass as a knowledge system, a
generative chatbot needs to memorise the answer, or at least parts of

the phrase. Because “Al” vendors are performing a sleight-of-hand
and are presenting statistical language synthesis engines as knowledge
retrieval systems, their focus in training and testing is on “facts” and
minimising “falsehoods”. The model has no notion of either, as it’s en-
tirely a language model, so the only way to square this circle is for the
model to memorise it all - or, at least quite a bit more than it would
have to just be able to hold a conversation.

Vendors then compound this by using human exams as bench-
marks for model reasoning performance. The problem is that bar ex-
ams, medical exams, and diagnosis tests are specifically designed to
mostly test rote memorisation, not reasoning.

Between the tailoring of these systems for knowledge retrieval and
the use of rote memorisation exams and code generation as bench-
marks, the tech industry has made language models into systems
where memorisation is a core part of how they function.

Al and the Art of Programming

Code has a number of qualities that should, in theory, make it unique-
ly suited to language models. Programming languages are more uni-
form and structured than prose. Its meaning usually doesn’t change
based on context or culture. Programming language output can often
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be tested directly, which might help with the evaluation of each train-
ing run. Hallucinations should be immediately discovered as errors.
286 19’ not too unreasonable to expect that programming might lend
itself to language models.

But generative models in software development seem to cause more
problems than they solve. Those problems start with the models them-

selves and the tools that are built on them.

The design of the tools

The software development tools based on generative models come in a
few different varieties:

- Fancy autocompletes — sometimes labelled “code copilots” or
“code assistants”. You prompt it with a phrase, query, or code, and
it will complete it with its best guess.

- Code modification and conversion tools. Tools that generate tests
for your code fall into this category.@

- Chat-based interfaces that are used to generate or explain code in
an interactive manner.

Autocompletes were the first to gain serious adoption in the form of
GitHub Copilot. Unfortunately, accidentally copying GPL-licenced
code into your project is a real possibility with GitHub Copilot, which
has serious consequences for projects whose licence is either propri-
etary or incompatible with the GPL.2%

That doesn’t mean other “code copilots” or the chat-based inter-
faces such as ChatGPT are free from risk. Autocompletes and chat-
based interfaces create a dynamic that interferes with the program-

mer’s ability to assess the code it generates.@ Their design triggers

two biases that make the coder more likely to accept code they would
not find acceptable in other contexts.

Automation bias: People have a tendency to trust what the com-
puter says over their own judgement. Or, to be more specific, when
presented with a cognitive aid intended to help them think less, that’s
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exactly what they do: they think less. This leads them to be much less
critical of the outcome of the cognitive aid than they would have of
that same output in other circumstances.2’? This has lead to serious is-
sues in other industries, such as aerospace, where pilot trust in the ca-
pabilities of a plane’s autopilot over their own has caused catastrophic
accidents.?? This is a known problem with how we, as humans, inter-
act with machines that offer any form of cognitive automation.?”

Anchoring bias: Our mind fixates on the first thing that anchors it
in that context. For example, when it comes to shopping, the first
price you see will be the anchor that you judge other prices from.2
The first result from an autocomplete tool is likely to trigger our an-
choring bias.

These two biases combined mean that users of code assistants are
extremely likely to accept the first suggestion the tool makes that
doesn’t cause outright errors. Microsoft themselves have said that 40%
of GitHub Copilot’s output is committed unchanged.m

Let’s not get into the question of how software development, as an
industry, put itself in the position where Microsoft can follow a line of
code in another company’s software project from the GitHub language
model, through a text editor, and into a supposedly decentralised ver-
sion control system, which is worrying enough.

That so many developers just use what’s initially suggested means
autocompletes need to be substantially better than an average coder to
avoid having a detrimental effect on overall code quality. Obviously, if
programmers are going to be picking the first suggestion that works,
that suggestion needs to be at least as good as what they would have
written themselves unaided. What’s less obvious is that the lack of fa-
miliarity - not having written the generated code by hand themselves
— is likely to lead them to miss bugs and integration issues that would
have been trivially obvious if they had typed it out themselves. To bal-
ance that out, the generated code needs to be better — substantially bet-
ter - than average, which is a tricky thing to ask of a system that’s
specifically trained on mountains of average code.
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Unfortunately, that mediocrity seems to be reflected in the output.
GitHub Copilot, for example seems to regularly generate vulnerable
code with security issues.Z?

People overwhelmingly seem to trust the output of a language mod-
el. If it runs without errors, it must be fine. But that’s not always the
case.

The tools encourage the worst of our
management and development
practices

A language model will never question, push back, doubt, hesitate, or
waver. Your managers are going to use it to flesh out and describe un-
workable ideas. It won’t complain. The resulting spec won’t have any
bearing with reality.

People on your team will do “user research” by “asking” a language
model. The resulting “research” will be fiction and entirely useless.

It’ll let you implement the worst ideas ever in your code without
protest. Ask a copilot “how can I roll my own cryptography?” and it’ll
return a half-baked implementation of an out-of-date algorithm in
PHP. (This is a very bad idea, for those of you who aren’t program-
mers.)

These tools will always try to generate a solution, even when it has
no hope of generating safely working code.2® Many of a program-
mer’s initial ideas are ill-advised. It comes with the territory. You have
a problem. Think of a solution. Do some research to see how it would
be done. Discover that the solution was a bad idea. Type “how to im-
plement your own cryptography” into Stack Overflow and you will get
answers that tell you, unequivocally, that you absolutely should not
implement your own cryptography. Programming is full of these pit-
falls and AI tools, with their “hallucinations” and a tendency to gener-
ate confident answers no matter what, are almost purpose-designed to
trip you into them.
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Some of the pitfalls have to do with age. Platforms, libraries, and
APIs become obsolete, insecure, and outdated, but language models
are, because of their design, stuck in the past. Newer methods will be
underrepresented in their training data sets if they appear in them at
all. You are likely, for example, to run into instances where they would
recommend that you use outdated open source libraries that have
since been replaced with faster and more reliable platform implemen-
tations. Or, it might generate code that uses APIs that have been depre-
cated or even removed in current versions of the platform. If the Al
copilot isn’t ‘fresh’ enough, it’s going to cause problems.27—7

Code assistant language models will need to be updated much more
frequently than natural language models if they are to remain useful
in the long term.

Code bloat

Language models don’t deliver productivity improvements. They in-
crease the volume of code, unchecked by reason.

The biggest expense for most software projects is maintenance. By
making it easy to generate a lot of bug-filled, insecure, but broadly
functional code, these tools are likely to lead to code base inflation.

Projects will be bigger while doing less, making them harder to fix,
update, and maintain. By going faster, we will have slowed ourselves
down. The cost-saving automation of generative Al is likely to be very
expensive in the long run.

Code that developers don’t understand is a liability. It means your
mental model of the software is inaccurate which will lead you to cre-
ate bugs as you modify it or add other components that interact with
pieces you don’t understand.

Language model tools for software development are specifically de-
signed to create large volumes of code that the programmer doesn’t
understand. They are liability engines for all but the most experienced
developer.
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Licence contamination

Microsoft and Google don’t train their language models on their own
code. GitHub’s Copilot isn’t trained on code from Microsoft’s office
suite, even though many of its products are likely to be some of the
largest React Native projects in existence. There aren’t many C++ code
bases as big as Windows. Google’s repository is probably one of the
biggest collection of python and Java code you can find.

These companies don’t seem to use their own code as a training
data set, but instead train on collections of open source code that con-
tain both permissive and copyleft licences.

Copyleft licences, if used, force you to release your own project un-
der their licence. Many of them, even non-copyleft, have patent claus-
es, which is poison for quite a few employers. Even permissive licences
require attribution, and you can absolutely get sued if you're caught
copying open source code without attribution.

Remember what I wrote earlier about memorisation? How the way
these models are designed and trained seems to promote string memo-
risation and copying?

Turns out blindly copying open source code is problematic.

These models memorise a lot, and they tend to copy what they
memorise into their output. GitHub’s own numbers peg verbatim
copies of code that’s at least 150 characters at l%m, which is roughly
the same, in terms of verbatim copying, as what you seem to get in
other language models.

If you use a language model for development, a copilot or chatbot,
three or four times a day, you're going to get a verbatim copy of open
source code injected into your project about once a month. If every
team member uses one, then multiply that by the size of the team.

GitHub’s Copilot has a feature that lets you block verbatim copies of
code that are longer than 150 characters. This obviously requires both
a check, which delays the result, and will throw out a bunch of useful
results, making the language model less useful. Copilot is already not
as useful as it’s made out to be and feels pretty slow so many people are
going to turn off the “please don’t plagiarise” checkbox.
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But even GitHub’s checks are insufficient. The keyword there is
“verbatim”, because language models have a tendency to rephrase
their output. If GitHub Copilot copies an implementation of an algo-
rithm from code that’s under the GPL into your project but changes all
the variable names, Copilot won’t detect it. But it will still be plagia-
rism and the copied code is still under the GPL. This isn’t unlikely as
this is how language models work. Memorisation and then copying with
light rephrasing is what they do.

Training the system only on permissively licensed code doesn’t
solve the problem. It won’t force your project to adopt an MIT licence
or anything like that, but you can still be sued if it’s discovered.

This would seem to give Microsoft and GitHub a good reason not to
train on the Office code base. If they did, it’s very likeley that that a
prompt to generate DOCX parsing code would “generate” a verbatim
copy of the DOCX parsing code from Microsoft Word or Google Docs.

This would both undercut their own strategic advantage, and it
would break the illusion that these systems are generating novel
code from scratch.

Extensive use of Large Language Models for software development
bloats your code base, lowers overall quality, makes projects harder to un-
derstand and decipher, and expose you to legal risk.
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“See the choice of dreams”, and then
worry about it

Very well. This book - this side, Dream Machines - is meant to let you
see the choice of dreams. Noting that every company and university
seems to insist that its system is the wave of the future, I think it is
more important than ever to have the alternatives spread out clear-
ly.

But, the experts are not going to be much help, they are part of
the problem. On both sides, the academic and the industrial, they
are being painfully pontifical and bombastic in the jarring new jar-
gons (see “Babes in Toyland,” p.4). Little clarity is spread by this.
Few things are funnier than the pretensions of those who profess to
dignity, sobriety and professionalism of their expert predictions -
especially when they too are pouring out their personal views under
the guise of technicality. Most people don’t dream of what’s going to
hit the fan. And the computer and electronics people are like gener-
als preparing for the last war.

Frankly, I think it’s an outrage making it look as if there’s any
kind of scientific basis to these things: there is an underlevel of tech-
nicality but like the foundation of a cathedral, it serves only to sup-
port what rises from it. THE TECHNICALITIES MATTER A LOT.
BUT THE UNIFYING VISION MATTERS MORE.

Ted Nelson, Computer Lib/Dream Machines®

Al software development - the “what is this for?” part - has never had
much of a unifying vision. Al research, sure, they have a vision: they
want intelligent machines first, figure out what to do with them sec-
ond. They dream of a robot future. Some parts of the research mono-
mania end up having clear software benefits. Being able to point a
computer at an image and have it get at least a rough idea of what the
picture is of is neat and that came from Machine Learning research. It
didn’t come with a single specific “what is this for?” idea except, you
know, “how is our robot going to see the world around it?”, but it
made up for it by being obviously useful in a general sort of way. It’s a
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capability that’s now built into pretty much all of our devices. As a fea-
ture that’s now integrated into our lives, it’s a microcosm of the issues
we have with innovations coming out of Al research:

1. It has helped the blind and partially-sighted access places and me-
dia they could not before. A genuine technological miracle.

2. It lets our photo apps automatically find all the pictures of Grand-
pa using facial recognition.

3. It has become one of the basic building blocks of an authoritarian
police state, given multinational corporations the surveillance
power that previously only existed in dystopian nightmares, and
extended pervasive digital surveillance into our physical lives,
making all of our lives less free and less safe, and could enable dev-
astating harm on a massive scale if truly fascist governments come
into power.

One of these benefits is not like the other.

Universal facial recognition is terrifying when it works perfectly
and a nightmare when it’s flawed. It exaggerates power imbalances
and disproportionally enables bad actors and authoritarians. It’s equal
parts pleasant domestic miracles and blighted social and political hor-
rors. Generative models are likely to follow the same path.

In the absence of a unifying vision, the tech industry simply does
what makes the most money for people working in the tech industry -
greed fills the void where there should have been vision. Companies
such as Amazon didn’t hesitate to sell facial recognition services to law
enforcement — until the backlash forced them to stop.@

This might just be capitalism, but the ‘just’ in that phrase feels
quite different when the industry in question is peddling synthetic
miracles.

Greed might be inevitable. It might always seep into the cracks,
break apart the concrete foundations our ivory towers are built on.
But, having a coherent unifying vision that’s backed by clear values
does a remarkable job of holding off the decay.
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Even today, the web is like living fossil, a preserved relic from a dif-
ferent era. Anybody can put up a website. Anybody can run a business
over it. I can build an app or service, send the URL to anybody I like,
and most people in the world will be able to run it without asking any-
body’s permission. There are rules and regulations you have to follow,
obviously, but those are remarkably straightforward if you aren’t ac-
tively spying on people or messing around with their personal data.

You can trace the lineage of the vision behind the web from Tim
Berners-Lee> in 1989, through Ted Nelson in 1974 and Douglas Engel-
bart in 1968, all the way to Vannevar Bush’s article As We May Think in
the Atlantic Monthly back in 1945.282 All of their books, software pro-
totypes, theories, and ideas run along the single continuing thread of
the hypertext concept - links - as a new kind of punctuation mark?>
that connects the information of the world together in a coherent net-
work. It’s a vision that encompasses concept, functionality, interface,
and values — and it persists to this day, despite decades of greed, abuse,
surveillance, and shitty ads. It’s a unifying vision of a world that’s si-
multaneously technological and literate. This vision is part of what
has kept it alive. Despite the frustrations, pain, and the flaws, working
on making parts of the web is a privilege.

While AI researchers are busy trying to build their robot dream,
generative model software has no such unifying vision. Some vendors
are bent on replacing humans at their jobs - effectively promoting
their software as “AI” illustrators, voice actors,m even “robot”
lawyers.& - and then look surprised at sheer enormity of the anger
that they get in response. Other vendors are resurrecting Microsoft’s
1990s dream of intelligent agents, assistants, or copilots who operate in
the context of the software you use - extending Clippy’s lineage into
the modern world.?*® The rest seem to have lazily reached for the first
interface metaphor they could think of - the chatbot — with no thought
or even the vaguest idea of how it should actually integrate with the
rest of the work we’re doing.

As much as it makes your average MBA salivate, “let’s replace peo-
ple with something shittier but cheaper” isn’t much of a vision for
software development and user interface design, which leaves those

176



The Intelligence Illusion

who are genuinely curious about the applications of the technology
with the other two paths.

Those seem to be converging towards a single idea: “Human-in-the-
loop”. It’s the idea that in the interactive loop with the Al software, the
decision-making, choices, and actions are made by the human.M In-
stead of full automation there’s feedback from the AI as the tasks
progress and the human responds to that by interacting with the vari-
ous user interface affordances provided by the system.

In other words, the human sits in front of software, uses it as they
would any other software, and then it does stuff for them as any other
software does, except in an Alway.

The grand unifying vision of Al-assisted software is that you should use
it to make software.

That’s an idea that’s only remarkable because of how many Al en-
thusiasts think they can do away with the people part of getting things
done.

Acquiesce, or mitigating the inevitable

In an earlier chapter I wrote about the failure of an AI model designed
to predict the onset of sepsis, how external reviewers discovered the
flaws, which then led to the vendor updating and improving it.

At one hospital, UC Health in Colorado, they found that the system
still wasn’t that useful: “the ratio of false alarms to true positives was
about 30 to 17,258

To salvage their investment UC Health changed their approach
with the system. Instead of using the AI as an autonomous prediction
system that sent out alerts to overworked doctors and nurses, they put
together a special monitoring team of clinicians that used live video
feeds to helped filter out the false alarms. That team built relation-
ships with bedside nurses throughout the hospital. Where the AI sys-
tem alone was utterly useless, the human team, assisted by their rela-
tionships with the nurses and the AI system, was estimated to save

about 211 lives annually.
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Al on its own was worse than nothing while Al as an assistant saved
lives, a clear demonstration of the value of human-in-the-loop. It’s a
heart-warming parable that lends credence to the ambitions of those
who are trying to make “Al assistants” happen.

This, and other stories like it, are going to be the foundation myths
of a thousand new Al services - the seeds of a new computing revolu-
tion.

Or, more specifically, it’s a certain kind of fertiliser. The kind that
smells.

(I'm saying it’s bullshit.)

Case studies are amazing tools. You can pick one instance where ev-
erything worked out - an exercise absent of disaster — has a nice “all is
lost” moment that subsequently gets turned around, and throw to-
gether a just-so story that proves exactly the point you want. There
isn’t anything anybody can do to disprove it without particle-colliding
themselves into an alternate reality. There is no way to ‘science’ a case
study unless you have access to a parallel universe as a control. They’'re
all just stories that short-circuit our thinking.

For every UC Health sepsis story there are a hundred systems that
didn’t work. Even the UC Health story itself is dubious once you start
to think about it. Was it the AI that saved 211 lives? Or was it having a
specialised team of clinicians watching all the at-risk patients around
the clock, using live feeds? Or, was it the relationships the clinicians
developed with the bedside nurses? If you'd put together that same
team with the same infrastructure, but using a simpler, cheaper algo-
rithm based on vital sign monitors, would that have done the same
job? Why didn’t UC Health try that first — simpler, cheaper, faster to
set up - if what they wanted was to save lives?

The answer is simple: they’d already bought a broken Al system. They
did what they had to in terms of making sure their investment did
eventually save lives, but it leaves us with this unanswered question: if
they had spent that same amount of money on building teams and a
system for detecting sepsis, but without AI, would it have worked bet-
ter or worse?
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We can’t know, and that’s why case studies are a favoured tool by
MBAs, startups, and consultants all over the world. You can just pick a
story that proves what you want and ignore the hundreds that don’t.

Once Generative Al becomes a broad movement in software, facts
and science won’t matter, and the stories will take over. Ted Nelson
was writing about computers and programming in a more general way
and in a different era, but he’s right here too: the stories about Al soft-
ware aren’t scientific and trying to make them look scientific is an out-
rage.

That’s what the Al software vendors are doing with their marketing
performances that look like scientific papers, the ‘studies’ that are lit-
tle more than sales exercises, and the entirety of their rhetoric about
being on the verge of AGI - how we need to make sure those future ro-
bot gods are our slaves and not overlords. It’s storytelling. Fighting
that with another ‘science’ performance is futile. In a war of theatrics,
the act with the biggest budget wins the crowd. We can chip away at
the foundations with peer-reviewed papers and research that show
flaws and failures, but ultimately what will decide whether this tech-
nology is a constructive addition to our field in the decades to come is
the software — how well it’s designed, how effective, how productive,
and the long-term failures and successes in real workplaces.

That’s where the three core flaws of the assistant model are going to
be a problem.

I mentioned two of them earlier, automation and anchoring biases.

Automation bias comes from our tendency, as human beings, to
trust machines over our own judgement.& This kills people and has
been a major problem in aviation.?®

Anchoring bias comes from our tendency to let the initial percep-
tions, thoughts, and ideas set the context for everything that follows.

Al adds a third issue: anthropomorphism.& Even the smartest peo-
ple you know will fall for this effect as large language models are in-
credibly convincing.& These biases combined lead people to feel even
more confident in the chatbot’s work and believe that it’s done a better
job than it has.2*
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We’'re using the Al tools for cognitive assistance. This means that we
are specifically using them to think less.2* In every other industry this
dynamic inevitably triggers these biases and compromises our judge-
ment of the work done by the tools.2 We use the assistant to think
less, so we do.

These models are incredibly fluent and - as we saw at the start of
this book - are consistently presented by their vendors as near-AGI.
This triggers our instinct towards anthropomorphism,[See Epley,
Waytz, and Cacioppo%, which outlines three psychological triggers
for anthropomorphism:

1. If you don’t know how a non-human agent works, we default to
thinking it works like us because that’s what we have the most fa-
miliarity with.

2. “The motivation to interact effectively with nonhuman agents”
causes us to attribute human characteristics and motivation.

3. Seeing agents as human-like enables “a perceived humanlike con-
nection with nonhuman agents”. making us feel like we have a
fully human-level intelligence assisting us, creating an intelligence
illusion that again hinders our ability to properly assess the work
it’s doing for us. 2t

Anthropomorphism, when applied to Al chatbots has been called the
“Eliza effect”. It was first observed by Joseph Weizenbaum when he
saw how people responded to and interacted with the comparatively
primitive ‘AI’ chatbot, Eliza, that he created back in 1966.

What I had not realized is that extremely short exposures to a rela-
tively simple computer program could induce powerful delusional
thinking in quite normal people.

. 298
Welzenbaumi, p.7.

Fluent chatbots create an anthropomorphism effect that sways even

those who knew that the model was nothing more than a simplistic
program, even by 1966 standards.”®

180


https://en.wikipedia.org/wiki/ELIZA_effect

The Intelligence Illusion

The intelligence illusion, the conviction that these are artificial
minds capable of powerful reasoning, when combined with anthropo-
morphism supercharges our automation bias. Our first response to
even the most inane pablum from a language model chatbot is awe and
wonder. It sounds like a real person at your beck and call! The drive to
treat it as, not just a person, but an expert is irresistible. For most peo-
ple, the incoherence, mediocrity, hallucinations, plagiarism, and bias-
es won't register over their sense of wonder.

This anthropomorphism-induced delusion is the fatal flaw of all Al
assistant and copilot systems. It all but guarantees that — even though
the outcome you get from using them is likely to be worse than if you'd
done it yourself, because of the flaws inherent in these models - you
will feel more confident in it, not less.

Every human-in-the-loop and assistant-style Al system I've seen
has these defects. Some of them even do their best to exacerbate them
by making the assistant adopt a confident tone or an affable de-
meanour.

Those who use these chatbots are likely to get worse results and still
be more confident in the resulting output than they would have in
their own. Their work will suffer, but they will feel like it has im-
proved. This is a recipe for fanatical evangelism and incredible rev-
enue growth. It guarantees a financial bubble of some kind. The only
question is its size and duration. The more effective the generative
models are, the bigger the bubble. The less effective they are, the faster
it’ll pop.

It’s the nature of bubbles to create crap. A software bubble is the
flowering of a thousand first-movers — countless startups and tech
companies, most of them utterly clueless about what they’re working
with, building the first bad iterations of what they hope is a good idea.
We don’t know yet what the ideal, productive Al-assisted productivity
software will look like. We don’t even know if it’s at all possible - this
technology may just end up being more harmful than not. What we do
know is that we’re unlikely to see many examples of “good” software
based on generative models in the first generation.

Meanwhile, the tech industry will dream of exponential growth.
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A digression on infrastructure and
robustness

I am Icelandic but I've lived abroad for most of the past twenty-five
years. The web let me work wherever I wanted without losing touch
with my friends and family. The tools the web offers gave me freedom
that I couldn’t have imagined when I was a child.

This worked well for a while. I've had the joy of living in a number
of wonderful cities and amazing neighbourhoods and communities.

I grew older and, with age, those around you grow older with you.
Some of them get sicker. A video chat doesn’t fill the void you feel
when somebody you care about is lying in a hospital bed. But the free-
dom the web provides works in the other direction as well. I could live
near those I care about and the web meant I could keep doing my job
no matter where I was.

I decided to move back home to Iceland. As I was preparing my
move, the COVID-19 pandemic struck, and the rest of the world dis-
covered what I had known for decades: the web abstracts distance.
You can work where you want. I made my way home, despite the col-
lapse of international airline travel. From Montréal to Toronto.
Toronto to Amsterdam. Finally, I flew from Amsterdam to Iceland.

Back in Iceland, I settled in Hveragerdi, a small town of about 3000
people in the south of Iceland. Keeping with the theme of my realisa-
tion that the web and related technologies meant that location mat-
tered less, I could pick a place that suited my personal needs. It’s a nice
town. The weather here can be interesting — this is Iceland after all -
which often leads to road closures in the winter. But there are three
separate roads that connect this region with the capital, so even
though a couple of the roads get closed due to snow or ice there’s al-
ways the third. Because we know what to expect from the weather,
most regions in Iceland invest in their infrastructure. We try to make
sure we can keep everything going even when a bad storm hits us.
There are redundancies and, for the most part, they work.

We can’t say the same about the software that we have today - that
we use for our work. Even though many organisations have returned
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to the office, partially or fully, we are still using the same software that
companies adopted for remote work. We use Google Docs, Zoom,
Dropbox, or an equivalent competitor. Our files, documents, and pro-
cesses are now tied to whatever app we’ve adopted.

If Google Docs goes down or has sporadic outages, then our work
disappears with it. If our internet goes, the software blinks out. When
the biggest data centre belonging to Amazon Web Services goes down,
that breaks most of their services across all of their data centres, be-
cause they’re all interconnected, and almost all of our software breaks
with it.*® Given our increasing reliance on centrally hosted software
services, the impact of temporarily losing a data centre is severe, get-
ting worse, and is now even happening because of the weather, caused
by an increase in frequency and magnitude of heatwaves globally.ﬂ

It doesn’t matter whether we ourselves are working remotely or in-
office, all our software today is remote, and the connection to it can
break in a thousand different ways.

There is only one road into town.

A global network means our software shouldn’t have to be centrally
located in only a few specific buildings across the world. It should be
spread throughout the network, on every device that’s connected to it.
Our hardware devices shouldn’t have to be so reliant on the internet
that core features cease to function just because they can’t phone
home for a short while. Our information - public, private, profession-
al — shouldn’t have to be controlled, collected, and stored by only a
handful of corporations.

The software we have today is undermining the strongest advan-
tage given to us by the internet: robust and distributed reliability. Our
work depends on increasingly unreliable software. Their need to be al-
ways online means you feel every hiccup in your connection. Centrali-
sation means that when something does go wrong, it’s potentially cat-
astrophic as it affects everybody, everywhere, who is using that cen-
tralised app. This matters because things are going wrong, fast.
There’s political unrest. Social instability. Cold wars. Hot wars. Trade
wars. A climate crisis. Data that was just normal personal data one

183



The Tech Industry took a wrong turn

moment, becomes incriminating evidence a moment later when peo-
ple’s rights are stripped away.
The software we have isn’t the software we need.

The software industry is making the
opposite of good software

Modern software is remarkably fragile. We’ve gone from a software
ecosystem that, a few years ago, was almost completely local to one
where everything is just cached - temporarily stored - at best. A
decade ago what you worked with was on the computer itself. Your
data was your own, and relatively safe if you kept decent care of your
backup drive. The apps were yours, usually bought and paid for once -
no subscription. Collaboration was always a bit tricky if you weren’t a
software developer — developers have somewhat decent collaborative
tools in version control systems — but other people made do by using
shared local servers or simply sending files over email.

This was a remarkably robust software ecosystem that tolerated all
sorts of disasters, disconnections, and changes. We’ve dismantled it in
less than a decade. Most of the apps we use for our work require an in-
ternet connection. Almost all of them are entirely cloud-based, where
significant parts of the software runs on a server somewhere. Little of
our work data is stored locally any more.

Generative models serve to accelerate that trend.>? You needed
800GB just to store GPT-3, without even running it.>% Later versions
and ChatGPT are even bigger, running in parallel on multiple servers.
The technology can be made to work locally, but that’s not where the
hype is. The hype is for the already countless “Al for X” services who
are all in the cloud and are all using services from OpenAl, Microsoft,
Google, or Amazon.>®* Unless one of the big tech companies breaks
ranks and builds into their Operating system a solid and tested large
language model that has been ethically trained on documented data
sets, what we’re going to get are agents and chatbots everywhere, each
living in the cloud, fine-tuned for a task, and hooked up to whatever
APIs the startups think are nifty. Why solve the hard problem of mak-
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ing a language model safer, better integrated into your software, and
more sustainably developed, when you can hook up a finicky but
flashy website with OpenAI and call it a startup?

The dream the tech industry chose is not science or progress. The
dream they chose is that of easy money, because that’s the only dream
the tech industry today is capable of seeing. Their vision is a mirage of
craving.

Their want can only be met with another financial bubble, one that
has to be more grand and world-changing than any other that preced-
ed it. They crave the exponential to fulfil their dreams, but the only
true exponential today’s twenty-something startup founder will expe-
rience is that of the escalating Climate Crisis. That won’t stop them
from trying. Their hunger is likely to push them to ignore the social
unrest and power shifts that Al systems cause.

The tech industry doesn’t just behave with your normal corporate
greed. They want financial bubbles. They had a taste of the euphoria
with the dot-com bubble and the hunger for it never went away.

The tech industry is also, as I argued at the start of this book, full of
true believers in AI. Somebody who truly believes - sincerely believes
that this will all be for the best — will push past the mass unemploy-
ment, organised disinformation, and wholesale deception. They will
think that it will all be worth it. Once we get through the initial “dis-
ruption”, things will be better for everybody.

None of this is conducive to software design and development. It
isn’t a mindset that leads you to do user research, observational stud-
ies, or usability experiments. It’s a drive that’s taking them away from
what most people and their communities need. Where we need robust
technology, they are giving us finicky Als that misbehave at a badly
worded sentence. Where we need privacy from both corporations and
potentially hostile authorities, they push further and further into
recording our lives. When we need software that works on the devices
we have, for as long as they last, they give us software that only works
on the latest and greatest. Sometimes, as with GPT-4, the software
they make even requires systems so powerful that they only exist in a
couple of locations on the planet.
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But, don’t worry, they’ll sell us access - timeshare, really - but let’s
call it “the cloud”. It only breaks some of the time.

Nothing they do is for us, even though it’s our money, our data, and
our art, writing, and music they’re demanding. We aren’t customers
to them - we're just the people that pay. To tech companies, we are
nothing more than a resource to be tapped. A number to be boosted to
pump investor interest. They are not doing us any favours. What they
want from us is simple: everything. All culture on their servers, made
by their AI. All our work happening through them, assisted by their
Al The totality of our information, mediated by their AI. A vig collect-
ed on all existence.

One of the papers I've referred to a few times in this book is On the
Dangers of Stochastic Parrots: Can Language Models Be Too Big?@ It was
the first paper to provide a cohesive and detailed overview of how
large language models work, how they affect people, and the risks that
they pose. This paper ultimately led to Google firing one of the key au-
thors of the paper, Timnit Gebru, and forced other co-authors em-
ployed by Google to take their name off it.>% This continues to this
day, where Google employees seem to be routinely discouraged from
working on Al fairness or ethics.2”

When Microsoft launched Bing Chat, the first mainstream attempt
to use a large language model as a front end for search - something
that another co-author of On Stochastic Parrots, Emily M. Bender, had
warned against in a separate paper titled Situating Search®® - this lead
to the exact outcomes they had predicted. Strange behaviour@,
threatening languagem, falsehoods®™ and lies> ensued. Bing Chat
played out exactly the way they expected.

Of course, Microsoft did the only rational thing it could when the
risks of its products were revealed: it disbanded its Al ethics and safety
team>> and rolled Bing Chat out to even more people.m It now plans
to push towards adding Al chatbots to everything, everywhere, no
matter the cost.>>

Most of the tech organisations that had responsible Al or Al safety

teams are disbanding them.*®
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They seem to think it would be a mistake to worry about risks and
problems - why worry about something you can probably fix?>L Who
cares about the harm it does in the meantime?

Safe, for the tech industry, is too slow when you hunger for a bub-
ble and want to ship more software, to more people, as fast as you can.

Designers of software user interfaces often imagine deliberately
bad designs as an exercise - a way of demonstrating the principles of
their craft by exploring their opposites. It’s a good way of demonstrat-
ing why a design principle matters, and it can provide tactile examples
of who benefits from it and how.

If you asked me to imagine the software that would be the opposite
of what we need as a society...

That app would look remarkably like ChatGPT.
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Cracks and shadows

Afterword to the first edition

“You can’t just end it like that. It’s too much. You have to give the reader a
straw to grasp. Otherwise, you’ll lose them.”

This was the note my editor left to me on an early version of this
book: people need something positive to reach for, otherwise the book
will be too bleak.

It may surprise you to hear that I agreed with her. “This is too
much,” has been a worry of mine throughout the writing process - a
concern that’s been driving many of the decisions I made while work-
ing on this book. It’s the reason why I chose to focus on business risks
and not social, political, or cultural harm. It’s why I stepped back from
covering the numerous horrifying facts about the field of Al research
and development that I discovered in my research.

I had to step back away from it, because it’s not all I discovered in
my research. Generative models are one of the more promising tech-
nologies to come out of software in recent years, but what I discovered
—and outlined in this book - is that it’s also one of the more flawed. To
find the cracks in the walls, you need to look away from the shadows.

I originally came at “generative AI” with a hopeful curiosity. The
generative part never appealed much. For some reason, the text others
found convincing only made me cringe. I hesitate to claim superior
judgement on my part - much of it is down to ChatGPT’s ability to
sound like a particular kind of person who I've learned from bitter ex-
perience to avoid. Most of these language model chatbots sound like
that guy. You know the guy. Everybody’s worked with one.

The generated images, as well, always had obvious flaws. I’ve been a
serious photographer for three decades, started my career on the pro-
duction side of TV, and did my degrees at an Art, Media, and Design
faculty. That I'm pickier than many others about images is entirely un-
surprising. Code generation looked promising, but even before I got
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around to try GitHub Copilot, it was obvious that the technology
wasn'’t a clear-cut “win”.>™ These tools have capabilities for converting
style and structure, both visual and textual, and surely the code gener-

ation, at least, would improve. Programming languages seemed like a

perfect fit.

When I began my research, the technology was imperfect but
promising. It hinted at great possibilities.

In the words of the writer Cyril Connolly, promise is a fatal word,
“half-bribe and half-threat”, that serves to elevate you just enough to
bring you within reach of the hangman’s noose: “whom the gods wish
to destroy they first call promising.”319

Everything hinges on generative models fulfilling their promise.
The tech industry has raised it to stand above us all.

What they’ve raised is broken.

I dug into the research, but, wherever I looked, every time I found
concrete data and solid experiments, I found disappointment. Fabrica-
tions seem to increase in frequency with model size. Summaries are
frequently inaccurate. The models have a tendency to copy training
data verbatim, which is disastrous for both software projects and seri-
ous writing. The quality of the work seems to have an upper bound
that is broadly mediocre. They keep knocking down individual defects
and specific falsehoods, but the overall tone is still that guy. The train-
ing data set is one long open wound: every part of it represents a po-
tential security exploit, bias, or legal liability. The “reasoning” is frag-
ile and frequently nonsensical. People are driven to accept it through
the Eliza Effect and automation bias, but little of it would pass if you
looked at it impartially. The models are prone to the unhinged and dis-
quieting. Preventing your customers from misusing them looks futile.
Prompts seem impossible to secure.

The tech industry has built the AI edifice and raised it up as the fu-
ture of computing. It looks like an imposing whole from a distance,
but as we walk towards it, the cracks begin to yawn.

Perfection isn’t innate; it’s something to aspire to. All work begins
raw and needs refinement. It isn’t surprising that generative models
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are quite broken this early in its development. What’s surprising is
how little the tech industry seems to care.

I've never before experienced such a disparity between how much
potential I see in a technology and how little I trust those who are
making it.

Diffusion and language models look like powerful tools, at first. The
technology presents us with so many opportunities - such power -
that I have to go all the way back to the early days of the web to find its
equal in terms of seeming potential.

Machine learning has already delivered many improvements to our
work and lives. It’s the driving force behind many of the innovations
we’ve come to rely on in our photography. It’s transformed special ef-
fects work. The opportunities it creates for working with audio are
amazing. Language and diffusion models are intriguing.

But they are being implemented in the worst possible ways.

- None of these tools should be presented as persons — as beings
with intelligence and personality similar to a human being. That
triggers too many psychological biases and effects that lead us
astray.

- They shouldn’t be trained on people’s data without their permis-
sion, and training data sets that large are as much a liability as a
benefit.

- The models themselves seem much less functional than promised.

- We need to immediately investigate how we can mitigate the
harm they do to our digital commons - the writing and code that
we share with each other and has become one of the most impor-

tant foundations of modern culture and technology.w

Instead of taking their defects seriously, the tech industry is putting a
weight on generative models that the technology is too weak to carry.

I can only hope that, at some point, somebody who is both respon-
sible and has financial resources will see the same potential in the
technology that I do, and the same need for a safe user experience.
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The potential it has for software development is enormous. I just
wish that the first instinct of the industry wasn’t to magnify every-
thing that’s already wrong with programming: the emphasis on
churning out mediocre code, the lack of concern for security and ac-
cessibility, the disregard for maintenance costs, the poor understand-
ing of what software is for and how people use it. We should be using
these innovations to do better, not to do bad things faster.

The promise of generative Al doesn’t have to be a “half-bribe and
half-threat”. It could take computing to new heights and us with it.

I have to hope that we will get there, someday.

Baldur Bjarnason,
Hveragerdi, April 2023
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Afterword to the second edition

I included the original afterword so you could see just how wrong I
was. Now, a year later, these large generative models seem irreparably
broken and inherently flawed. We are not going to get “there” any
time soon.

I attempted several times to revise this book in the intervening year
before finally settling on the edition you’re now reading. Every time I
attempted to update it, I discovered that not only were the risks un-
changed, the industry had somehow found a way to make them worse.

Deep fake sexual imagery is now a common form of abuse in
schools.

Fabrications, if anything, now seem more common than before.

As search engine results decline, tech companies replace them with
retrieval-augmented genemtionﬂ that is fundamentally based around
processing the now-failing search engine results. Not only is it incapable
of fixing the issues generative models have created in search, it exacer-
bates them by adding fabrications and biases that weren’t a part of the
original results.

The risks remain the same and their impact only grows as genera-
tive models get integrated into more products and forced onto con-
sumers.

Updating the book seemed pointless. None of the risks I pointed
out were being addressed so the risks described in the first edition
didn’t need to be changed.

As the safety and quality of the tech industry’s software products
has continued to decline, what became untenable wasn’t the research I
cited or the risks I described, but my inherent optimism.

The clear disregard for the consumer that the industry is exhibiting
and the political changes we’re seeing in the world around us mean
there is, in my sincere personal opinion, no chance that the positive
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impact generative models might have will ever come close to out-
weighing their current and escalating negative impact.

This is a bad technology with dire consequences, the worst of which
is a risk that I left out of the first edition because it felt too political,
too pessimistic, and all too worrying.

Generative models are compliance
engines that undermine team
autonomy

Generative models impose cushioned compliance guardrails onto ev-
ery task they are applied to. They are a form of control that’s external
to that of your organisation and that control is “cushioned” because
even though the output is variable and flexible to a degree, it also im-
poses firm boundaries on what can and cannot be done.

These tools can’t take your strategy or goals into consideration in
any meaningful way unless they are already baked into it.

This can have a high cost as the biggest impact on productivity and
effectiveness comes from the organisation itself and not from the pro-
ductivity of an individual worker.

As observed by Tom DeMarco and Timothy Lister in their book Peo-
pleware@ where they studied the performance of programmers of
varying experience across a number or organisations:

The fact that they had nearly identical performances suggests that
the wide spread of capabilities observed across the whole sample
may not apply within the organization: Two people from the same
organization tend to perform alike. (p. 46)

And W. E. Deming - one of the pioneers of modern management theo-
ry — wrote about this in Out of the Crisis:>2

I should estimate that in my experience most troubles and most pos-
sibilities for improvement add up to the proportions something like
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this: 94% belongs to the system (responsibility of management), 6%
special. (p. 270)

The organisation - the system maintained by management - is the big-
gest source of variation in performance, quality, and reliability for
most companies.

Integrating generative models - trained on data you haven’t select-
ed, fine-tuned to specifications out of your control, to attain product
goals that aren’t yours — means you're integrating a management and
product development strategy that you haven’t chosen and comes with
cushioned but firm guardrails: they outright limit how people in your
organisation are and aren’t allowed to work.

The job of management is to manage the system of the organisation
and generative models impose an inflexible system of their own. A lot
has been written how “AI” automation is threatening labour, but the
workers who are the most threatened by heavy use of generative mod-
els are managers. Organisational use of generative models directly un-
dermine the management’s ability to do its job.

Consider the difference between two different applications of ma-
chine learning, both in the context of image processing: automated
masking and generative fills.

Masking is a core task in video and special effects work. It’s tedious,
slow, and requires considerable effort. But once it’s done, the possibili-
ties are endless. The mask tells the software were a particular object or
region in the image or video is, so it can be modified. It does not dic-
tate what you do with the object or region. You can use the mask to
composite subjects with a new background, to correct or adjust
colours, to change lighting, to emphasise or de-emphasise — what it’s
for is unbounded.

On the spectrum between the two poles of technology as described
by Ursula M. Franklin32_4, holistic versus prescriptive, automating
masking with machine learning is more on the holistic side than pre-
scriptive. It’s still partially prescriptive — there will be objects, back-
grounds, and foregrounds it won’t recognise - but it leans a bit closer
to “notions of craft”, to use Franklin’s words, than to prescriptive au-
tomation.
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Generative fill, however, will only generate what can be found with
enough frequency in its training data for it to model, and it is unlikely
to render anything that the proprietor has “fine-tuned” out of exis-
tence. If the vendor or the government whose rules the vendor follows
consider the very existence of same-sex couples to be obscene, the gen-
erative fill is unlikely to render those images for you. Using the tech-
nology puts guardrails on what you can express. It is a prescriptive
technology. This applies to both diffusion models that generate images
and Large Language Models that generate text. They prescribe what’s
normal, acceptable, and desired.

As Ursula Franklin noted in The Real World of Technology:

While we should not forget that these prescriptive technologies are
often exceedingly effective and efficient, they come with an enor-
mous social mortgage. The mortgage means that we live in a culture
of compliance, that we are ever more conditioned to accept ortho-
doxy as normal, and to accept that there is only one way of doing
“it” (p. 17).

That “there is only one way of doing” is the opposite of the flexibility
and autonomy that is essential, specifically, to product development.
Autonomy leads to better and faster teams. As Smith and Reinertsen

note in the book Developing Products in Half the Time>2>;

When we push decision making down to the team level, decisions
can be made both quicker and better. Often the team is closer to the
underlying market and technical data needed to make good deci-
sions. This is particularly true when we are dealing with rapidly
moving markets and rapidly changing technologies (p. 186)

This goes beyond the guardrails described above. Earlier I explained
how anchor and automation biases lead people to accept results that
are genuinely worse than what they’d accomplish themselves, but
those biases also sabotage your team’s autonomy. The purpose of cog-
nitive automation is to think less. That’s what it’s for. This makes teams
much less likely to operate in a truly autonomous fashion.

This means that the performance and productivity cost of these
prescriptive generative systems can be much greater than most people
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expect. You might attain a 5-20% performance boost in individual pro-
ductivity when it comes to generating text, images, and lines of code,
but the cost of the ensuing complexity, the rigid prescribed, prefabri-
cated solutions, and the loss of team autonomy can have dire conse-
quences.

How dire?

As DeMarco and Lister noted in Peopleware:

Over the whole sample, the best organization (the one with the best
average performance of its representatives) worked more than ten
times faster than the worst organizations. In addition to their
speed, all competitors from the fastest organization developed code
that passed the major acceptance test (p. 46-7).

The difference between a dysfunctional organisation and one that is
not can be tenfold.

You might see a 5% bump in output on an individual level, but at the
same time trigger an outright death cycle for the product, team, or
even the organisation as a whole.

Generative models are a threat to our economy, not a boon.

But that isn’t their greatest danger.

Generative models centralise political
compliance to authoritarianism

Only a handful of organisations in the world are capable of fully devel-
oping a Large Language Model and deliver it as a service or product
that organisations can integrate into their processes and systems.
There are maybe six or so organisations in the world that control most,
if not all, of the generative models being used in production. Most of
these organisations are based in the United States.

Tech companies based in the United States have a history of com-
plying with authoritarian governments in order to gain or maintain
access to their markets.[Madhumita Murgia and Max Seddon%;

327, e s 328
Mathew Ingram™ ; Erin Kissane™ ;]
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These companies are very likely to continue their history of compli-
ance. No matter where in the world authoritarians are in control as
long as they have a market that is lucrative these companies will com-
ply, and if you've handed them control over your language, images,
and writing, you will automatically comply as well.

By using generative models in your work you’re putting yourself
and your organisation in a position where an authoritarian govern-
ment could dictate the very language you use in your work, collabora-
tion, sales, and marketing without lifting a finger themselves. You've
done all the work of integrating external centrally-managed political
guardrails into your processes and systems for them.

In an earlier chapter, I noted that research had revealed that you
could “poison” the training data of a language model to inject false-
hoods or to make it always associate positive or negative sentiment
with a specific word or phrase.

This kind of “poisoning” can come from the companies themselves,
working for a government they support.

They might even call it “fine-tuning” and claim that it’s done to pro-
tect you.

The era of centralised compliance engines has begun and anybody
who participates is complicit in what’s coming.

Baldur Bjarnason,
Hveragerdi, November 2024
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Recommended reading

Some of the best writing on Al today takes the form of papers and es-
says. The following helped me think clearly about generative AI and
many of the issues it is creating. I hope they’ll be as helpful to you.

The one book you absolutely should
read

Dan McQuillan was well ahead of anybody else in understanding just
how effective “AI” was in enforcing an unconscious political compli-
ance. His book Resisting Al: An Anti-fascist Approach to Artificial Intelli-
M@ should be on everybody’s reading list, whether they’re curi-
ous about tech or not, because “Al” is fundamentally a political
project.

Academic papers

On the Dangers of Stochastic Parrots: Can Language Models Be Too Big?: if
you’re going to read one thing on this list, make it this paper by Emily
M. Bender, Timnit Gebru, and others. This is the paper that got Timnit
Gebru fired from Google for warning about the risks and dangers of
large language models. It does a good job of explaining what these
models are, what they do, how they can be deceptive, and how they
are likely to be abused.

Why Al is Harder Than We Think. This paper by Melanie Mitchell out-
lines some of the core dysfunctions of the field of AI research that
causes it to regularly veer into dead-ends.

The Fallacy of Al Functionality. One of the biggest issues with Al sys-
tems is that they don’t do what the vendors claim they do. This paper is
an exhaustive survey of the many ways current Al systems fail. It’s an
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appeal to regulators and policy-makers to focus on current functional-
ity of Al systems over hypothetical future capabilities.

Situating Search. Tech companies are insistent on using large lan-
guage models as front ends to search engines. This paper, by Emily M.
Bender and Chirag Shah, goes into considerable detail on why that is

an extremely bad idea.

Talking About Large Language Models. This paper, by Murray Shana-
han, digs into how some of the language we use with these models of-
ten misleads us.

Indicators and Criteria of Consciousness in Animals and Intelligent Ma-
chines: An Inside-Out Approach. This paper is a fascinating foray into
possible avenues for discovering and studying consciousness in non-
human subjects: animals and, maybe one day, AGI. It outlines a good

deal of neuroscientific evidence towards the possibility that many ani-
mals possess the capacity for consciousness. If you aren’t afraid of a
little bit of biology, it’s an excellent read.

Physiognowmic Artificial Intelligence. Al software companies and re-
searchers are revitalising pseudoscience at scale. Some of it represents
a significant regression for society and community safety. This also
demonstrates just how deep pseudoscientific ideas have penetrated
into the field of Al research.

SoK: On the Impossible Security of Very Large Foundation Models. This
is another interesting paper where the one of the lead authors, El-
Mahdi E-Mhamdi, is a researcher who felt forced to leave Google due
to their unwillingness to publish papers critical of Al. It outlines in
quite a bit of mathematical detail why it’s impossible to make a Large
Language Model ‘safe’ in pretty much every sense of the word: securi-
ty, bias, offensive content, and model integrity.

On the Al financial bubble

The Al Crowd is Mad argues that investors have poured money into Al
with over-inflated expectations of what the technology can do in the
medium-term. Meanwhile, the computing costs for these systems re-
mains extraordinarily high. What should worry investors is the possi-
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bility that their expectations might never be fulfilled. Even a delay of a
few years might be the difference between success and insolvency.

Al Looks Like a Bubble another essay pointing out that we have a fast-
inflating financial bubble surrounding Al. Evan Armstrong highlights
the mania-driven swings in stock price—the AI stock bump—that is

characteristic to bubbles. The important point he makes is that even if
you assume that “AI” tech broadly works and is the revolutionary
technical innovation investors are claiming, that doesn’t mean that
it’s a good investment. The analogy being power companies. Electrici-
ty was a technological revolution, but power “is a terrible business to
be in. Power companies typically don’t do well unless they reach mo-
nopoly status.”

The bubble is likely to last a long while, which will make the pop
particularly violent when it happens.

In The Reverse-Scooby-Doo Theory of Tech Innovation, David Karpf ar-
gues that posturing about the inevitability of a technology in order to
inflate and maintain a financial bubble is a time-honoured tradition in
tech. They claim its inevitable, until it pops, and then they blame regu-
lators or the government. He calls it “the reverse-Scooby-Doo”, “we
would’ve gotten away with it, if not for those meddling regulators!”
This posturing serves a dual purpose:

1. Make regulators and governments hesitant to intervene, even
with clear evidence of market abuses or outright lawbreaking.
This works surprisingly often.

2. Protect the tech industry’s reputation as makers of technological
miracles, and preempt the realisation that most of what it makes
kind of doesn’t work.

Arts and Labour

The stupidity of Al. The artist James Bridle writes about some of the in-
herent limitations of generative Al. “The belief in this kind of Al as ac-
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tually knowledgeable or meaningful is actively dangerous. It risks poi-
soning the well of collective thought, and of our ability to think at all.”

The Great Replacement (Not That One, the Real One). The author Cat
Valente writes in a very engaging way about what art and writing is

for.

You Are Not a Parrot. And a chatbot is not a human. A profile on Emily
M. Bender by New York Magazine.

Collections: On ChatGPT. The historian Bret Deveraux digs into Chat-
GPT in an academic context and finds it to be less capable than adver-
tised. “In a very real sense then, ChatGPT cannot write an essay. It can
imitate an essay, but because it is incapable of the tasks which give an
essay its actual use value (original thought and analysis), it can only
produce inferior copies of other writing.”

Finally, professor Iris van Rooij has collected “Critical lenses on
‘AT’”, a useful resource on articles and media that’s critical of the AI
bubble.
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